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ToOm tidt: Vanh da thic ¢ tde do tinh toan nhanh, cai dat
don gian, ¢6 nhiéu tiém nang trong viéc g dung xay dung
céc hé mat c6 tai nguyén han ché. Vanh da thirc c¢6 hai liy
dang nguyén thuy 1a mot loai vanh da thirc dac biét, c6 tinh
chit tya dang cu véi truong hiru han GF(p), nhung chua
dugc khai thac trong céc bai toan vé mat ma. Bai bao nay
lam r@ tinh chét twa dang cAu ciia vanh da thirc hai lily dang
nguyén thiy voi truong hitu han GF(p), dong thoi, tng
dung tinh chéat nay dé cai tién hé mat Omura-Massey trén
truong httu han GF(p)thanh hé mat trén vanh da thirc.

Tir khod: vanh da thuc, hé mat, lity dang nguyén thay.
l. GIOI THIEU

Hé mat Omura-Massey (O-M) 1a mot hé mat tuong dbi
dic biét, mdi bén tham gia phién giao dich can dung hai
khéa c6 tinh chat nghich dao véi nhau, trong ty nhu khoa
bat ddi ximng cua cac hé mat khoa cong khai thuong thay,
nhung hai khoéa cua hé mat O-M lai dugc gitt bi mat.
Nguyén géc, hé mat O-M dugc xay dung trén bai toan
logarits roi rac trén truong hitu han GF(p). Cho dén nay,
da c¢6 nhiéu nghién ciu, cai tién hé mat O-M nhung van
chu yéu trén truong sb.

Vanh da thirc 12 mot cau tric todn hoc dic biét, cé nhidu
tiém ning ung dung. Vanh da thirc dugc phan chia thanh
nhiéu loai khac nhau vdi cac tinh chat, dic diém khac nhau.
Dién hinh nhit 1a vanh da thirc hai 16p ké Cyclic, di c6
nhiéu cong trinh nghién ctru dugc cong b, dién hinh nhu
céc cong trinh nghién ctru vé mit toan hoc, cau tric, tinh
chat cua vanh nhu [1], [2], [8] va viéc tng dung vanh da
thirc hai 16p k& Cyclic dé cai tién, xay dung cac mé, cac hé
mat nhu [3], [4], [5], [6], [7], [9], [10].

Tiép theo cac cong trinh nghién ciu nay, véi dic diém
cua vanh da thuc c6 hai lily ding nguyén thiy dugc danh
gi4 tiém ning twong duong véi vanh da thic 6 hai lop ké
Cyclic, bai béo nay lam rd vé tinh chat tya dang ciu giira
Vanh da thirc hai lity dang nguyén thuy véi truong hiru han
GF(p), dong thoi tng dung tinh chat tya dang cau nay dé
cai tién hé mat Omura-Massey trén trudng sé GP(p) thanh
hé mat trén vanh da thuc.
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Noi dung cua bai bao dugc chia thanh 5 phan. Phan 2
trinh bay vé tinh cht twa déng ciu giita vanh da thuc hai
lily dang nguyén thiy va truong hitu han GP(p). Phan 3
trinh bay vé hé mat Omura-Massey nguyén thay véi cac
véan dé con ton tai. Phan 4 1a noi dung chinh caa bai béo,
trinh bay vé Hé mat Omura-Massey trén vanh da thtc hai
lity ¢ang nguyén thity va phan cudi cting la két luan cua bai
béo.

Il. TINH CHAT TUWA PANG CAU GIIPA VANH PA
THUC HAI LOY DPANG NGUYEN THUY VA
TRUONG HOPU HAN GF(p)

Vanh da thtre hai lity dang nguyén thiy 1a mot loai vanh
dic biét trén vanh da thac, ¢6 nhiéu tiém nang nhung chua
duoc khai thac hiéu qua, twong tu nhu vanh da thirc hai lop
ké Cyclic, vanh da thic hai lity dang nguyén thuy ciing c6
nhitng dic diém tuong tu nhu vanh da thac hai l6p ké
Cyclic; dac biét 1a tinh chat tya dang cAu giita vanh da thirc
hai lity ddng nguyén thily va truong s6, véi tinh chat nay,
c6 thé dung vanh da thirc hai liily dang nguyén thay dé cai
tién hé mat trén vanh sb. Phan tiép theo s& trinh bay vé tinh
twa ding cAu giita vanh da thirc hai lily dang nguyén thay
va truong sé GF (p).

Vanh da thtre hai lily dang nguyén thuy dugc gidi thiéu
tom tit nhu sau:

Dinh nghia 1: Vanh da thitc Vi hai lily dang nguyén thiy
duoc biéu dien nhw sau:

Zy[x]

T+ 090 @

Trong d6, hai liiy dang nguyén thiy 1a 1 va g(x)+1, Véi
bac cua g(x) 1a deg(g(x)) = I va g(x) 14 da thic bat kha quy.

Vi hai lity dédng nguyén thiy ndy, vanh da thirc ¢6 hai
nhom nhan 1a:

Nh6m nhan A: s6 cac phan tir
lAl = 2! -1 ()
biéu dién dang:

A= {xi mod (1 + x)g(x);}
i=12t-1

3)
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Nh6m nhan B: s6 cac phan tir a
IB| = 2! —1 (4)

biéu dién dang:

B = {[xi + g(x)]mod(1 + x)g(x);} )
i=12t—-1
Vi du:
Vanh da thtc hai litly dang nguyén thuy:
Zy(x
1+ x)(i(+)x +x*4) ©
Hai lily dang 1a: 1 vax + x*
That vay:
12=1 7

(x+xH)2=x84+ x5+ x5+ 22
=% +xH)mod(1+x)A+x+xH)=x+x* (8)

Vi du vé phép module (1 + x)(1 + x + x*) cia da
thac (x8 + x2) Chi tiet phép tinh nhu sau:

x8 4+ x? PH+xt+xt+1

x84+ x7 + x5+ 3 34+ x®+x

x7 + x5+ x3 + x?

x7 4+ x% + x* + x2

x® + x5+ x* +x3

x4+ x5 +x3+x

x* +x

Theo Pinh nghia 1, vanh da thirc (5) ¢6 hai nhdm nhan
la:

A = {(1), (), (3), (4),(024), (01234),
(013),(124),(034),(012),(123),(234),
(023), (134), (0)}; |4] = 15
B = {(04),(0124), (0134), (01), (12),
(23),(34),(02),(13),(24),(0234),
(0123),(1234),(03),(14)}; |B] = 15

Nhém nhéan A c6 thé dwoc biéu dién trong truong sé
GF (p) nhu trong Bang 1:
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Béng 1: Anh xa phin tiv nhém nhan A véi cdc phin tiv trong

trurong hivu han GF(p)

‘ Cic da thic | ™19 hit han
Phan ti nhém A: GF(p):
wtil;lo;?ia x' mod (1 p= 2'-1
thaec: x° +x)(1+x =2t-1=15

+x%)

xt ® 2

x? 3] 4

X ®) 8

xt @) 16

x5 (024) 21

x6 (01234) 31

x7 (013) 11

x® (124) 22

x° (034) 25

x10 (012) 7

xtt (123) 14

x12 (234) 32

x13 (023) 13

xtt (134) 26

xts ©0) 1

Nhém nhéan B c6 thé duoc biéu dién trong trudng sd
GF (p) nhu Bang 2:

Béng 2: Anh xa phin tiv nhom nhan B véi cdc phin tiv trong

trurong hivu han GF (p)
Cic da Trwong hizu
tharc han GF (p):
Phan ti# trong vanh | nhom B: p=2—1
da thiec: i
_ x' mod (1 = 24_1
x'+g(x) +x)(1
+x =15
+x%)
1+x* (04) 17
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1+x+x%+x* (0124) 23
1+x+x3+x* (0134) 27

14x (01) 3
1+x+x*+x° (12) 6
1+x+x*+x° (23) 12
1+x+x*+x7 (34) 24
1+x+x*+x8 (02) 5
1+x+x*+x° (13) 10
1+x+x*+x1° (24) 20
1+x+x*+x1! (0234) 29
1+x+x*+ x1? (0123) 15
1+x+x*+ 13 (1234) 30
1+x+x*+ x4 (03) 9
1+x+x*+x!° (14) 18

Vi du vé phép &nh xa cac phép tinh nhan giira trurong so
va vanh da thac nhu trong Bang 3.

Béng 3: Anh xa phép tinh nhém nhin voi cic phép tinh trong

truong hitu han GF(p)
Phép tinh Chi tiét
Trénvanh | a(x).b(x) = (013)(01234)
da thirc =1+x+xHA+x+x%+x3
+ x*)
=14+ +x* +x%+x7
=1+ +x*+x°+x7)
mod (1 +x)(1 + x + x*)
=1+x3=(03)
Trén a.b=1131=241
Truong s6 = 341 mod 15
GF(15) =11

Nhu vay, tuong tu nhu ¢bng trinh [1], vanh da thic
Vvéi hai lity dang nguyén thily va truong s GF (p) Véi p =
2! — 1 duoc goi la tya dang cau (quasi-isomorphism):
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- Moi phan tir trén vanh da thire hai lily ddng nguyén
thily ¢6 hai nhém nhan A. va B déu ¢ thé tim dugc
mot phan tir trén truong s GP (p).

- Céc tinh chat quan trong nhu tinh giao hoén, tinh
phan phdi, tinh két hop, phan tir don vi, tinh nghich
dao cua vanh da thirc dugc gitt nguyén trén truong
SO.

. HE MAT OMURA-MASSEY TREN TRUONG
HO’U HAN

Trong ly thuyét mat ma, hé mat O-M c6 thuat toan kha
thd vi, ciing giéng nhu cac hé mat bat ddi xang khac 1a mdi
bén tham gia giao dich déu co hai khoa, nhung khac 1 hai
khda nay hoan toan bi mat. Mé hinh hoat dong cua hé mat
O-M c¢6 thé duoc vi nhu 1a hoat dong trao ddi vat pham
trong mot chiéc hom cé hai chd khéa, mdi bén c6 khda va
chia khoa riéng; khi A mudn gui vat pham M sang B, A
cho vat phdam vao hom va khoa véi khoa caa minh (K,) roi
gui hom sang B, B nhan dugc chua mo ra, ma lai khdéa hom
& chd khoa thir hai bang khéa K roi giri lai A, A nhan dugc
thi thao khéa K, rdi guri lai cho B, B chi viéc thao khéa K
la 14y dugc vat pham trong hom. M6 hinh hé mat O-M duoc
trinh bay dang hom hai khéa nhu hinh Hinh V-1.

@: A ma héa ban rd M thanh Cy4 @ @

M. (bang khéa K,) va glti sang B

@

‘ A gidi ma C4p thanh Cg roi guri ™
lai cho B
a | M

B ma hoéa C, thanh C4p (bing
khda Kg) va gti lai A

Hinh V-1: Hoat déng cua hé mdt Omura-Massey

Hai bén A va B chon ngau nhién cac khoa bao mat riéng
K, Kz bén A can gutri ban tin M cho bén B, qué trinh truyén
tin thuc hién theo cac budc sau:

- Budc 1: A ma h6a ban rd M thanh ban ma C, bang
khéa cua A(K,) va gui C, cho B.

- Budc 2: B nhan €, va mi hoa tiép bang khda cua
B(Kg) thanh ban ma C,5 Vva gui lai cho A.

- Buéc 3: A nhan C, va giai ma thanh Cy rdi gui
cho B.

- Budc 4: B nhan Cp va giai ma dé nhan M.
Khoa bi mat duoc lya chon nhu sau:

1) A chon ngiu nhién cap sb (m, n):

m.n = 1modp 9
2) B chon ngiu nhién cap sb (u, v):
u.v = 1lmodp (10)
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PBéng 4: Thii tuc trao déi théng tin cia hé mat O-M

A(m,n) & B(u,v)
A mudn giri ban tin M t6i B.
X A A tinh
A ma hoa M
thanh C, Cy=M.mmodp
B ma hoéa C, B tinh
thanh Cp Cip = (M.m). umodp
A tinh
A giai ma
C,p thanh Cy = ((M.m).u).nmod p
Cy =M. m.n.umodp
=M.umodp
B giai mé B tinh
Cp lay M M.uvmodp =M

Do hé mat O-M nay khong c6 khoa cong khai, khong co
bén quan ly khoa giong nhu cac h¢ mat khoa cong khai
khac, nén con ton tai mot s6 nhuoc diém:

1)  Hé mat nay s& an toan khi thay ddi key
trong moi mot phién giao dich, trong
truong hop nay, dy 1a hé mat xac suit.

2)  Hé mat nay khoéng c6 tinh xac thuc cac bén
tham gia giao dich.

3)  Hésdé marong bantin 1a 3

Vidu: p=17

PBéng 5:Vi du thu tuc trao d6i thong tin cua hé mat O-M

A(3,6) < B(5,7)
Bantinmudnguitr Asang B 1aM =9
A md héa Adtinh
M thanh ¢, C, =93 mod 17 = 10
B ma hoa B tinh
C, thanh
CAB CAB = 105 mOd 17 = 16
A giai ma A tinh
C,5 thanh
Cg Cp =16.6mod 17 = 11
B giai ma Sl
Cs lay M 11.7mod7 =9 =M

IV. CAI TIEN HE MAT OMURA-MASSEY BANG
VANH DA THUC HAI LOY BANG NGUYEN THUY

Do tinh chét tya ddng cAu giita vanh da thirc hai lily déng
nguyén thay va truong sb nguyén GF (p), nén cac phan tir
va phép tinh nhan trén vanh da thic c6 thé thay thé duoc
c4c s6 nguyén va phép tinh nhén trong trurong sé GF (p) cua
hé mat Omura-Massey. Phan tiép theo trinh bay chi tiét viéc

SO 01 (CS.01) 2023

thay thé nay nhu 1a mot cai tién caa hé mat O-M trén vanh

da thuec.

Dé tién theo gdi, Hé mat O-M cii tién duoc trinh bay
theo cac budc cua giao dich nhu sau:

A. Tgo khoéa

Trudc tién, hai bén A va B can théng nhit da thuc hai
litly ¢ang nguyén thiy ciing nhu nhém nhan s& st dung, cu
thé 1a da thirc g(x) va nhom nhan nhu cong thic (3) hay
(4), & day chon nhom nhan(3) dé trinh bay chi tiét.

Khi chon da thir bat kha quy g (x) s& xdc dinh dugc bac
cao nhat cua da thuc la I

Sau d6, A va B chon cap khéa bi mat nhu sau:

- Khoa bi mat caa A: (m, n):

m.n = 1mod 2" — 1 ¢!

- Khoa bi mat caa B: (u, v):

uv = 1lmod 2! —1

B. Thii tuc trao déi thong tin
PBéng 6: Thii tuc trao déi thong tin cia hé mdt O-M trén
vanh da thire hai lity dang nguyén thuy

D

(12)

A(m,n) & B(u,v)

Ban tin A mudn giri cho B dugc trinh bay dang: M =

k(x)
A méahéaM Aftinh
thanh C, C, = k(x).mmod (1+ x)g(x)
B méd hoa C, B tinh
thanh Cap Cig = k(x).m.umod (1 + x)g(x)
A giai ma A tinh
C,p thanh
Cy Cg = k(x).m.u.nmod (1 + x)g(x)
. B tinh
B giai ma Cp
lay M k(x).uw.vmod (1 +x)g(x) = k(x)
=M
C. Ghichd
~ Hé mat nay Vvan gitta nguyén cac dic tinh coa hé mat
goc la
- DPé dam bao d6 mat, can phai thay khda trong mdi
mot phién.
- Chua 0 tinh xac thuc cac bén tham gia hé mat.
- Hé sé mo rong ban tin van bang 3.
D. Vidu

- A va B théng nhit da thirc hai lily ding nguyén

thuay:
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Z,[X] (13)
A+ +x+x%)
Trong d6:
gx)=1+x+x* (14)
A+0)A+x+xH=0C"+x*+x2+1)
= (0245) (15)
- Chon nhém nhan A:
= {(1),(2),(3),(4), (024), (01234),
(013), (124), (034), (012), (123), (234),
(023), (134), (0)}; (16)
Al =2—1=2*-1=15 (17)
- Achon cap khoa bi mat caa A: (m, n)
m= (2) = x? (18)
n=(023)=1+x2+x3 (19)

Vi:
mn=0x3A+x2+x>Nmod (1+x)(1+x+x*)

= (@ +x*+xH)mod (x°+x*+x2+1) =1 (20)
Chi tiét phép tinh:
x® + x* + x? x> +xt+xi+1
- P +xt+xt+1 1
1
- B chon cap khéa bi mat cua B:(u, v)
u=(4) =x* 21
v=(123) =x +x? +x3 (22)

Vi:
wv =@ +x%+xHmod (1 +x)(1 +x +x%)
= (x" +x5+x%)mod (x° +x*+x*+1) =1 (23)
Chi tiét phép tinh:
x7 + x84+ x°

x7 4+ x6 + x* + x2

x° 4 x* + x?

X4+ xt+x2+1

1

Chi tiét thu tuc trao déi ban tin, dé tién theo ddi, cac da
thirc duoc trinh bay theo dang rut gon:

SO 01 (CS.01) 2023

Béng 7:Ni du Vé trao doi ban tin cua h¢ mat O-M trén
vanh da thirc hai lity dang nguyén thuy

4((2),(023)) & B((4), (123))
Ban tin A muén giri cho B duoc trinh bay dang:
M(x) = (134)
A ma hoa A tinh
Mthanh Cy | ¢ _ (134)(2) mod (0245) = (1)
B ma héa B tinh
C, thanh
Cis Cap = (D) (4)mod (0245) = (024)
A gidi ma A tinh
C,5 thanh
Cs Cs = (024)(023) mod (0245) = (3)
B gidi ma B tinh
CelayM | 3y (123)ymod (0245) = (134) = M
V. KET LUAN

Vanh da thirc hai liy dang nguyén thuy la mot loai vanh
dic biét, co tinh chit tya dang cau véi trudong sé GF(p), do
vay co the ap dung dé xay dung, cai tién cac hé mat ma trén
truong s6 thanh hé mat trén vanh da thuc. Két qua bai bao
da chimg minh duoc tinh chét tya dang ciu nay ciing nhu
@ng dung dé cai tién hé mat Omura-Massey tir truong s6
GF (p) sang vanh da thirc. Hé mat Omura-Massey cai tién
nay khong nhiing giir nguyén dugc tinh chat cua hé mat
nguyén goc, ma con s& tan dung dwoc kha ning tinh toan
nhanh, cai dit don gian ciia vanh da thirc dé tang hiéu ning
tinh toan, hoic tiéu tén it tai nguyén hon khi cai dat, dugc
coi la phu hop vai thiét bi c6 tai nguyén han ché. Trong
tuong lai, nhom sé tiép tuc cai dat va danh gia trén thiét bi
c6 tai nguyén han ché thuc té, ciing nhu so sanh, danh gia
vé6i cac hé mat ma hang nhe khac trén méi truong thuc té.
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THE OMURA-MASSEY CRYPTOSYSTEM
BUILT ON POLYNOMIAL RINGS WITH TWO
PRIMITIVE IDEMPOTENTS

Abstract: Polynomial rings have fast computational
speed, simple implementation, and great potential in
constructing cryptographic systems with limited resources.
The polynomial ring with two primitive idempotents is a
special type of polynomial ring that shares isomorphism
properties with the finite field GF (p), but has not been fully
utilized in cryptographic problems. This paper clarifies the
isomorphism properties of the polynomial ring with two
primitive roots and the finite field GF(p). Furthermore, it
applies these properties to enhance the cryptographic system
from the GF (p) to the polynomial ring.
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