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Tom tat Trong bai bao nay, chung t6i dwa ra mot thuat
toan cai tlen mdi cho viée tim dang biéu dién khong lién ké
NAF ctia s6 nguyén duong k. Tinh dung dén cua thuat toan
duoc phén tich chi tiet cung véi mot so danh gia hi¢u qua
cua thuat toan dé xuat. Cudi clng, chung t6i dé xuat mot
dang biéu dlen m&i nhdm ting hiéu qua thyc thi ciia mot sb
phép tinh s6 hoc, nhu phép tinh ity thira trén truong hiru
han hay phép nhan diém trén duong cong elliptic.

Tir khéa: Dang biéu dién khong lién k&, phép tinh s6
hoc, duong cong elliptic, truong hitu han.

l. GIOI THIEU CHUNG

Céc thiét bi IoT, di dong (thoai thong minh, may tinh
bang) dang tr¢ nén pho bién. Mac du cau hinh cua céc thiet
bi nay tuong d6i manh, nhung chtng van bi han ché & mot
s0 khia canh nhu dién nang tiéu thuy, toc do xir 1y. Do dac
diém cua nhing thiét bi nay thuong la khong day, van dé
bao mat dit liéu duong truyén de ngén chan tan cong nghe
lén va ro ri thong tin ca nhan la rat quan trong. Vi vay, viéc
nghién ctru trién khai phan mém mat ma higu qua trén cac
thiét bi nay trd nén rat déang quan tdm. Cac gidi phap bao
mat thuong dua trén nén tang mat ma khoa cong khai va
méat ma khoa dbi XI'Ing; dic biét, cac luge dd trén du’(‘mg
cong elliptic khoa cong khai thuong duge st dung do ¢6
hi€u qua cao nhu: Thuat toan chir ky sO trén duong cong
elliptic (ECDSA) va lugc d6 thoa thuan khoa Diffie
Hellman trén dudng cong elliptic (ECDH).

Phép nhan v6 hudng 1a phép todn trong tdm va tn thoi
gian nhat trong nhidu hé mat khoa cong khai dua vao
duong cong elliptic nhu cac hé mat dudng cong elliptic
ECC, duong cong Hyperelhptlc HECC va cdc h¢ mét dya
vao cdp. Cau tric thuat todn va tinh toan cua no la chu dé
dugc nghlen ctru nhiéu trong nhiing nam gan day nham lam
giam thoi gian thyc thi cling nhu yéu cau vé ning lyc tinh
toan va b nh¢ cua n6. Nhu vay, lam cho kha néng cai dat
phl hop véi vo sb cac tmg dung méi trong rat nhidu thiét
bi nhu smartcard, cellphone, thé RFID va cac mang cam
bién khong day.

An toan cua h¢ mat duong cong elliptic (ECC) dua trén
bai toan kho 1a Bai todn tim logarit rdi rac trén dudng cong
elliptic (ECDLP — Elliptic Curve Discrete Logarithm
Problem), tirc 1a cho mot duong cong E dinh nghia trén
trudng hitu han Fy, mot diém P € E(IF ) co cép n va mot
diém Q € E(]Fq) tim mot s6 nguyén (néu ton tai) k €
[0,n — 1] sao cho Q = kP. Thuat toan nhan diém duoc
thuc hién boi phép cong va phép nhan doéi, vi du 7P =

Téc gia lién h¢: Pham Van Luc,

Email: pvluc@bcy.gov.vn

Dén toa soan: 18/9/2020, chinh sira: 21/11/2020, chip nhan dang:
24/12/2020.

SO 01(CS.01) 2021

2((2P) + P) + P. Phép tinh Q = kP duoc goi la phép nhan
diém vo huong va phép tinh nay ti€u thy thoi gian thuc hién
chinh trong cai dit ECC. Phan cip cua cac phép toan sb
hoc co ban trén EC duge thé hién nhu hinh dudi day.

Scalar point multiplication

Q=kpP

N

EC - Point double EC - Point addition
p=2p R=P+Q

FF - (Square) < FF - (Division) H FF - (Inversion) >

Hinh 1. Phdn cdp ciia cde phép todn sé hoc co ban trén EC

‘ FF - (Add/Sub) ‘FF-(MuItipIicmion)

Phén cép toan hoc cia phép nhan vo hudng diém trén
duong cong elliptic bao gom 3 murc:

e  Miuc 1: Tinh toan v6 huéng kP ;

e Miuc 2: Tinh toan diém bao gom phép cong diém
P +Q, phép nhan d6i diém 2P,...;

e Muc 3: Tinh toan trén trudng hitu han bao gdm
phép cong, trir, binh phuong, nhan, nghich dao
trén truong F, .

Theo hinh trén, cac phép toan trén EC dugc thuc hién tir
su két hop cua cac phép toan co ban trén truong hitu han
(finite field — FF). Phép nhan diém vo hudng 1a phép toan
trong tdm va ton thoi gian nhét trong nhiéu hé mat khoa
cong khai dua trén duong cong elliptic.

Ky hiéu céac chit hoa in nghiéng M, S va A tuong tmg 13
chi phi tinh todn ctia phép nhén, phép binh phuong, va phép
cong hodc trur trén truong. Bé dop gién hoéa céac phan tich
chi phi ching t6i dua ra cht ¥ rang cac cai dat dya trén
phan mém thi phép binh phuong nhanh hon phép nhén.
Trong cac tai liéu thudng dung biéu thirc 1S = 0.8M.

Bang 1: Chi phi ctia mét sé phép toan.

Phép toan Chi phi
Nhan d6i diém nhanh [12] 2M + 8S
Nhan d6i diém trude d6 4M + 6S
Cong diém tong quét nhanh [12] 11M + 5S
Cong diém téng quét trude do 12M + 48
Cong diém hon tap nhanh [12] 7M + 4S
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Cong diém hon tap trude do 8M + 3S
Nhaén ba diém nhanh [12] 6M + 10S
Nhan ba diém trudc d6 [14] 10M + 6S
Nhan d6i-cong hiéu qua [13] 11IM+7S
Nhan d6i-cong trude do [3] 12M + 9S

Trong bai bao nay, ching t6i nghién ciru vé phép nhan
v hudng diém trén duong cong elliptic 6 murc 1. Céc thuét
toan truyen thong dé cai dat phép toan nay thuong duoc
dya vao khai trién nhi phan cia cic sd (vi du nhu NAF,
WNAF), phuong phép sau dya vao thyc thi thanh cong cta
cac phép toan diém co ban, trc 1a nhan doi va cong.

Cho dén nay dang biéu dién khong lién ké, ky hiéu 1a
NAF (non-adjacent form), la dang dat dugc tinh chat co gia
tri w nho nhat trong cac biéu dién theo (1),  tuy nhién gid tri
€ lai khong phai 1a nho nhat. Dang biéu dién nay duoc gidi
thiéu boi Booth [1] va Reitweisner [10]. Trong ndm 1989,
Jedwab va Michel [4] da dé g(uét tmg dyng mat ma khi 4p
dung dang NAF dé giam soO lugng cac phép nhan trong
phép nhan diém trén duong cong elliptic. Morain va Olivos
[8] nam 1989 d& xuat ap dung NAF dé tang tdc d6 nhan vo
hudng trén duong cong elliptic. Joye va Yen [6] vao nam
2000 da phat trién mot thuat toan ghi ma dang NAF tur tréi
sang phai; hon nira, cac tac gla nay trong [7] vao ndm 2002
da dé xuat mot biéu dién co it nhat cac chir s6 khac 0 cua
bét ky dang sua d6i nao. Ngoai ra, chiing ta con ¢6 thé ké
mot s0 cong trinh danh riéng cho cac biéu dién dang khong
lién ké nhu Fong, Hankerson va Menezes [2], Okeya va
Takagi [9], Zhang va Wang [11] va Joye va Tymen [5].

Cac thuét toan truyén thong dé cai dat phép toan nay
thuong duoc dya vao khai trien nhi phan cua cac s6 (vidu
nhu NAF, wNAF). Tuy nhién, sy phét trién cta cac phép
toan phuc tap hon thtc day su phat trién cla cac phép nhan
v0 hudng str dung céc co s0 khac 2 (radix-r NAF [15]) hoac
t6 hop clia cac co sd khac nhau (cac phuorng phéap tam
phan/nhi phan [17], hé hai co s6 DB [16] ma cho phép giam
d6 dai cua khai trién v huéng va dan dén néu cac phep
toan phtre tap du hiéu qua thi s€ rat gon duoc thoi gian can
thiét thyc hién phép nhan v6 hudng.

Il. DAT VAN BE

Trong cac iing dung mat ma chung ta thuong gip mot s6
tinh toan c6 chi phi 16n nhu tinh liy thira s6 mi k (¢ day k
1a mot so nguyen duorng) trén cac truong hiru han hay phép
nhan dlem voi k trén cac duong cong elliptic. Phuong phap
chu yéu dé thuc hién viéc 1am trén 1a “binh phuwong-nhén”
(hay tuong tu “gip d6i-cong”) va dugc thé hién trong thuat
toén sau.

Biét rang néu k= Y1k, 2! véi k,o, #0vak, €
(0, +1) thi dé tinh g mod p ta c6 thé thuc hién theo thuat
toan sau.

Thuit toan 1. (tinh g8 mod p theo phuong phéap “binh
phuong-nhan”)

Input: S6 nguyén dwong k= Y{1k;2! voi k€
(0, £1), 1)

g € GF*(p),g' = g"'mod p.
Output: g€ mod p.

1. a<1.

2. Forifrom £ —1 downto O do
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2.1 a< a’modp.

2.2 ifk; = 1thena < a*gmod p.

23 ifk; =
3. returna.

—1thena « a=*g mod p.

Theo thuét toan trén thi chi phi tinh toan s& bang ding ¢
—’l phép binh phuong va w — 1 phép nhan, trong d6 w 1a
s0 cac ky ty k; # 0 trong cong thie 1. Nhu vay bai toan
tim biéu dién cua k theo cong thirc (1) sao cho € + w bé
nhit duoc dit ra mot cach ty nhién nham giam chi phi tinh
toan cho thuat toan 1.

Trong bai viét nay sau khi gi6i thi€u lai khai niém NAF
va cac két qua di co vé no trong muc 3 thi tai muc 4 chidng
t6i dua ra mot thuat toan moi dé tinh NAF(k). Thuét toan
méi dua ra duge danh gia qua ménh dé 4 1a hiéu qua hon
thuat toan da co. Cudi cung, tai muc 5, dua ra mot khai
niém mai cho dang biéu dién, ky hiéu 1a aNAF, véi cac ¥
nghia quan trong do la:

e Tongw + £ cia aNAF(k) luén khong vuot qua ctia
NAF(K).

o Sbcéc gia tri k trong [2°71,2%) v6i € > 1 1a khong
zf 1

dudi

. DANG KHONG LIEN KE (NAF)

Tai muc nay chung toi s€ trinh bay lai khai niém NAF
va cac két qua da c6 vé NAF theo (xem trang 98 trong [3])

A. Khdi niém NAF va cdc tinh chat cia NAF (k)

Dinh nghia 1. (xem [3]) Dang NAF (non-adjacent form)
ctia mot s6 nguyén duong k 1a biéu thirc k = Y1 k; 2' ¢
day ky_q # 0,k; € (0,£1) va khong c6 hai ky tu k; lién
nhau nao déu khéc 0. Khi nay € duge goi 1a d¢ dai cua NAF
con ky_,kj_5 ... kg duge goi 1a biéu dién NAF cua k, ky
hiéu 1a NAF(k).

Pinh Iy 1. (xem [3]) (tinh cht ctia cac NAF)

(i) V&i moi k co duy nhat NAF(k).

(i) NAF(k) ¢6 s6 ky tu khac 0 1a nho nhat trong
moi biéu dién nhi phan c¢6 du cua k.

(iiiy  Néu 27! < k < 2¢ thi d6 dai NAF(k) bang
L+ 5 voi 8 € {0,1}.

2{’+1

(iv) Néu d¢ dai NAF(k) = ¢ th1 < k<

(v) S6 céac ky tu khac 0 trung binh trong tt ca
cic NAF d9 dai € 1a xdp xi 7.
B. Thudt toan tinh NAF (k)

Ciing trong [3], thuat toan tim NAF(K) duoc trinh bay
nhu sau.

Thuit toan 2. (xem [3])
Input: S6 nguyén duong k.
Output: NAF(k).

1. t<0.

2. Whilek>1do

2.1 ifkisodd then: k, « 2 — (kmod 4), k «
k —Ky;
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2.2 else: k, « 0.
23 kes fef+1
3. returnk,_1kp_5 ... Kg.

IV. THUAT TOAN MO TiM NAF(K)

Trong myc nay chiing t6i dua ra thém mat thuat toan mai
(thuat toan 3) dé tinh NAF(k).

A. Thudt toan tim NAF (k) moi
Thuait toan 3.
Input: S6 nguyén duong k.
Output: NAF(K).
1. k,_1k,_, ...ky « Binary(k).
2. j<O.
3. Whilej<tdo:
3.1 Whilek;=0doj«j+1.
32 if(G=Ct-1)or(kj; =0)thenj«j+1;
3.3 else:
3.3.1
3.3.2
3.33
334 Kjiq < 1
335 If(=0¢f«< £+ 1.
4. returnk,_;k,_5 ... Kg.

jej+ 1.
while (k; = 1) do: kj « 0,j « j+ 1.

O trén Binary(k) 1a biéu dién nhi phan khong déu cua k.
B. Tinh diing ddn ciia thudt todn 3
Tinh dung dén cta thuat toan 3 dugc cho boi két qua sau.

Ménh @@ 2. Thudt todn 3 la ding dan tiec la day
ko_iko_y ... ko thu dwoc tai bucc 4 chinh la NAF (k).

Chirng minh. Trude hét ta c6 diy k,_,k,_, ...k, thu
dugc sau bude 1 thoa man k; € {0,1} véimoij=0, ..., € -
1 va sy thay doi céc gia tri nay chi xdy ratai 3.3.1,3.3.3 va
3.3.4 ma cac gia tri dugc thay doi twong ing trong cac budc
nay la—1,0valnéndayk,_k,_; ... ko thu dugce sau budce
3 théa méan k; € {0, £1}. Nhu vy d€ chirmg minh ménh de
nay ta chi can chi ra ring khong ton tai hai ky tu khac 0
lién nhau cta day dau ra.

Biét rang trong day déu ra thi ky tu k; # 0 chi xuét hién
ngay sau budc 3.1. Ta co6:

Néu diéu kién cua bude 3.2 duoc théa man thi:

e Hoic la ta da xét d@én j = € — 1 va khi nay day
k{’—lk{’—z kO = 101({)_3 kO

e Hodc la doan ...Kkj,1kjkj_1 ...Kg =+--010...kq
va do ki, s& van bang 0 theo bude 3.1 clia vong
sau nén ky tu k; = 1 nay khong co ky tu bén canh
nao ciing khac 0.

Nguoc lai, theo cac budce cua 3.3 thi néucot>1 ky tu
lién tiCp (tinh tir k;) bang 1 tL'rg 12 Kjyeo1Kjye—z - Kj =
11..1 thi budc nay s€ bién d6i doan day trén thanh
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KjtKjst—1 --Kj =10..0 =1 nhu vay trude ky tu k; =

. =1 .
—1coitnhatt— 1 ky tu bang 0. Lai do néu j = 0 thi khong
ton tai ky tu sau K con nguoc lai thi theo 3.1 thi ky tw ngay
trude k; phai bang 0. Tom lai ta ciing c6 k; khong lién ké
voi mot ky ty khac 0 nao.

Tom lai ménh dé da dugc chimg minh.

Ngoai ra chung ta d& dang kiém tra dugc rang thuat toan
3 c6 tinh chat sau.

Tinh chit 3. Véi moi j, sau khi xac dinh dwoc ky tw thir
J cuia NAF (k) thi tat ca cac ky tw k; v6i i > j van dwoc giit
nguyén chi trir ra j la vi tri cuoi cung cua vong lap 3.3 (khi
Nay kj.q phai la 0 va dwoc doi thanh 1).

C. So sanh tinh hiéu qud cua hai thudt toan 2 va 3

Vi€c so sanh tinh hi€u qua gilra hai thudt toan 2 va 3
duogc cho trong két qua sau.

Ménh d@ 4. Thudt todn 3 la hiéu qud hon thudt todn 2.

Chirng minh. Hai thuat toan déu phai thuc hién x4c dinh
Cgiatrik; G=0,...,0-1).

Déi vé6i thuat toan 2 can:
e Mot phép tinh k mod 4, mét phép trir 2 cho k mod
4 (k; = 2 — (kmod 4)), mot phép trir k cho k;
trong trudng hop k 1&.
e Mot phép chia k cho 2 cho moi truong hop.
Déi vé6i thuat toan 3 can:
e Mot phép chia k cho 2 cho moi truomng hop (dé tim
khai trién nhi phan cuia k).

o Mot phép dit k; = —1 khi j bat dau vao vong 3.3,
mot phép dao bit (0 thanh 1 hodc ngugc lai) khi j
0 budce tiep theo cho dén khi ra ngoai vong 3.3.
Nhu véy néu k; = 0 thi cé hai thuat toan déu c6 chi phi
tinh toan nhu nhau. Nguoc lai thi thudt todn 2 can thyc hi¢n
thém ba phép tinh s hoc so v6i thuat toan 3. Tom lai ménh
de da duogc chiing minh.

D. Vi du
Tinh NAF(348).

Cac budc thuc hién theo thuat toan 2.

j ki | k=(k=Xk)/2 | i ki | k=(k—k;)/2
0 0 174 5] -1 6
1 0 87 6 o 3
2 -1 44 7 -1 2
3 0 22 8| o 1
4 0 11 9 1 0

Cac budc thuc hién theo thuat toan 3.
Budc 1. Binary(348) = 101011100, £ = 9.

Budce 3.
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Cac kKo_1ko_y . kg j ?
budc
thyc
hién
Vong 1 3.1 101011100 2
3.3 101100-100 5 9
vong 2 3.3 110-100-100 7 9
vong 3 3.3 10-10-100-100 8 10
vong 4 3.2 10-10-100-100 10 10

V. DANG BIEU DIEN HAU KHONG LIEN KE

Trong phan nay, chung t0i dua ra mot dang biéu dién
méi cho mét s6 nguyén duong k, dwoc goi hau khong lién
ké, duogc ki higu 1a aNAF(k). Chu y, trong dang biéu dién
nay, s€ gilt nguyén dang biéu dién ciia NAF cua k chi co
mot su didu chinh khi dang biu dién NAF(k) c6 mau
ky_1ki_pk;_3 c6 dang mau 1 0 -1 khi d6 duoc thay thé boi
11. Cu thé, dugc dinh nghia nhu sau:

Dinh nghia 2. Cho k la mgt 6 nguyén dwong. Khi dé ta
goi khai trien NAF mo réng cua k, ky hi¢u 1a aNAF (k),
dwoc xac dinh theo cong thirc sau
11kyy ko khi NAF(k) = 10 = 1kpoy .y @

NAF (k) trong trwong hop con lai

Nhu vay, dang aNAF(k) s& khong 1a NAF(k) khi
k,_1k;_ok;_3 c6 dang mau 10 — 1. Tuy nhién, ta van thay
¢6 quan hé 1-1 trong dang biéu dién aNAF va NAF. Hon
nita, ta 6 tinh chat nhu sau.

Pinh Iy 5.

aNAF (k) =

(i) Véi moi s6 nguyen dirong k thi 56 ky tir khac
0 ciia aNAF (k) va NAF (k) la bang nhau.

(ii) Véi 2671 < k < 2¢(€ >1) thi 56 ciac aNAF (k)
¢6 d¢ dai nhé hon d¢ dai cia NAF(k) la

{’ 1

khong dusi’2

Chirng minh. Tu dinh nghla 2 ta thay két qua (i) 1a hién
nhién.

Véi £ =2. Ta co 2 gia tri k thoa man 2471 <k < 2¢ @6
1a2va3.

NAF(2) =10, NAF(3) =10 -1 . Day sau c6 do dai I6n

-1

hon day aNAF, trong khi “— = 2 < 1 vay (i) da thoa man.

Véi € =3. Ta co 4 gia tri k thoa min 27 <k < 2¢ @6
44,5 6va7.

k 4 5 6 7

NAF(k) 100 10-10 100-1

Sé cac NAF(k) c6 do dai 16n hon day aNAF(k) 1a 1,
-1 2
trong khi ZT = 27 = 1 vay (ii) da thoa man.

Véi € =4. Ta co 4 gia tri k thoa man 27 <k < 2¢ @6
las, 9,10, 11, 12, 13, 14 va 15.
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k 8 9 10 11
NAF(k) 1000 1001 1010 10-10-1
k 12 13 14 15
NAF(k) 10-100 | 10-101 | 100-10 | 1000-1

S6 cac NAF(k) c6 do dai 16n hon diy aNAF(k) 1a 3,
-1 53
trong khi ZT = ZT < 3 vay (ii) da thoa man.

Véi L > 4.

Xét tap hai tap sau

R(®) = {k:2¢7! < k < 2¢ va Binary(k) = 1011k,_5 ... ko}. (3)
S(®) = {k:2¢! <k < 2 va Binary(k) = 1100k,_s .. ko}. (4)

Ta c6 hai tap trén déu c6 din

néu ta chi ra dugc moi phan k tir thugc cac tap trén déu thoa
man NAF(k) c6 d6 dai 16n hon day aNAF(k) thi (ii) da
dugc chung minh.

Néu k € R, tc 1a Binary(k) = 1011k,_s ...K,.
Theo tinh chét,3 thi khi sau khi xac dinh dugc k,_g thi do
ky tu ky_, (von bang 1) nén budc £ — 5 chi xay ra mot
trong hai kha néng sau:

e Labudc trung gian ctia vong 3.3 , diéu nay chi xay
ra v&i K,_s = 1. Khi nay budc cudi cung ciia 3.3
s€ ing v&i j = £ — 2 va sau vong nay day tro thanh
1100k,_s ... k,. Tiép déy s& 1a budc ti€p theo cua
3 véi vong 1ap 3.3 dé thu duoc diy dau rala 10 —
100k,_s ... k.

e La bude cudi cua 3.1, didu nay chi xay ra voi
k,_s = 0. Khi nay day chinh la 10110k,_¢ ...k,
va budc tiép theo cta 3 chinh 1a 3.3 chung sé&
chuyén day trén tré thanh 10 — 101k, ... K,.

Tém lai cho du k thuc R hay S thi d6 dai NAF(k) déu
16n hon do dai aNAF(k).

Tuong tw, néu k € S, tac la Binary(k) =
1100k,_s ...k,. Theo tinh chét 3 thi khi sau khi xac dinh
duogc k,_g thi ky tu k,_, (von bang 0) nén trong moi truong
hop n6 s€ nhan gia tri trong {0, 1} chonén tirk,_; = 0 gia
tri kp_4 Va ky_5 s€ khong thay doi tir d6 Vong lap tiép theo
clia bude 3 s& bat dau tir 3.1 cho dén khi j = £ — 2. Tiép
dén s& 1a bude lap 3.3 (diéu kién cua 3.2 khong duoc thoa
mén) s& bién k,_,k,_; = 11 thanh 1 0 —1 tirc 1a do dai
NAF(k) dai hon d¢ dai aNAF(k).

Qua trén ta ¢ sb cac gia tri k c6 do dai NAF(k) 1on
t’—l £-1
hon d6 dai aNAF(k) 1a khong dudi #R + #S = 2 =2
vay dinh ly da duoc ching minh.

VI. KETLUAN

Tém lai, chung t6i dd dua ra thut toan 3 cho viéc tim
dang biéu dién khong lién ké NAF cua mét sd nguyén k
cho trude. Thut toan nay hoat dong dya trén dang nhi phén
clia s6 do, trong qua trinh tinh toan thuat toan 3 tiét kiém
duoc ba phep tinh s hoc so v6i thudt toan 2 da c6. Cudi
cung, v6i dang biéu dién hau khong 1ién ké aNAF méi cua
s0 k, chiing ta da rat gon mdt phép tinh binh phuong khi
thuc hién phep “binh phwong — nhan” dbi voi phép tinh liy
thura k trén cac truong hiru han, hodc tuong ung mot phép
tinh gép doi khi thuc hién phép “gap d6i - cong” trong
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phép nhan diém trén dudng cong elliptic.
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SOME EXTENDED RESULT FOR NON-
ADJACENT FORM OF POSITIVE INTEGER
NUMBERS

Abstract: In this paper, we introduce a new modification
algorithm for finding the non-adjacent form (NAF) of the
positive integer k. The correctness of the algorithm is
analyzed in detail along with some evaluation of the
effectiveness of the proposed algorithm. Finally, we
propose a modification form of NAF to increase the
implementation performance of some arithmetic operators,
such as exponent operator over finite fields or point
multiplication on elliptic curves.
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