5O 02 (CS.01) 2021

Tran Nam Khénh, Nguyén Kim Thanh, Phing Vi Hanh My, Ta Minh Thanh

NGHIEN CUU GIAI PHAP TAN CONG
MANG AO HOA SU DUNG ACK-STORM
VA PHUONG PHAP PHONG CHONG

Tran Nam Khanh*, Nguyén Kim Thanh*, Phung Vii Hanh My, Ta Minh Thanhi*
*Hoc Vién Ky Thuat Quan Su, 236 Hoang Qubc Viét, Bic Tu Liém, Ha Noi

Tom tdt—Trong nhitng nim gan day, thi trueng
may chii 20 héa (hypervisor) dang phat trién nhanh
chéng béi cong nghé may chii a0 héa dem lai nhiéu
lgi ich cho cac dich vu thuc té. Ngay cang cé nhiéu
doanh nghiép st dung mdy chu a0 héa nhu mét giai
phép thay thé cho cac mdy chii vat 1y. Tuy nhién,
cac nghién citu an ninh mang cho thy cic may chi
40 héa cé nhiéu 16 héng an toan mang hon cic may
cht truyén théng. Chinh vi diéu dé, ding trén vai
tro cia mot nha quan tri hé thong, viéc chuén bi cho
cic tinh hudng xiu nhét, hiéu ré cic mdi nguy hai
va nghién citu thém cdc mdi nguy hiém tiém tang
¢6 thé lam ton hai dén may chi 2o, cic hé thong
40 la can thiét. Trong bai bao nay, ching toi tap
trung vao khai thac cac 16 hong bao mat chwra dudc
chi ¥ nhiéu trén cic hé théng 40 hoa va thuc hién
mé phéng tin cong tir chdi dich vu (DoS) sit dung
bio géi tin ACK (ACK-Storm) bing cic géi tin gia
mao trén mang a0 VMWare va mang Docker. T
d6 dé xuét mét sb6 bién phap phong chéng nhitng
ky thuét thn cong da thir nghiém trong bai bio

Tir khéa—Tén cong tir chdi dich vu-DoS, Hyper-

visor, Giao thitc TCP, ACK-Storm, Mang ao, Mang
Docker.

I. G161 THIEU

Nhitng bdo cdo gan diy chi ra rang mdy chi 4o
héa dang ngay cang trd nén phd bién va dudgc st
dung mot cach rong rai hon. Vao thiang 11 ndm
2012, Jake McTigue da dé cap trong "Khéo sat
quan ly 4o héa nam 2013" [7] cta "Information
Week", 42% trong s6 320 doanh nghiép cong nghé
dugc khio sit cho biét cong ty ctia ho st dung
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nhiéu mdy chii 40 héa va miic st dung sé dat tSi
87% vao nam 2013. Sau d6, vao thang 9 nim
2019, Spiceworks tién hanh khao sat [1] trén 539
nha dua ra quyét dinh cong nghé thong tin ctia céc
doanh nghiép véi da dang quy md, bao gdm cic
doanh nghiép nhd, doanh nghiép vua va cac tap
doan 16n, va trén nhiéu linh vuc, bao géom gido
duc, chim séc stic khde, t6 chic phi 1gi nhuén,
chinh phd, tai chinh, ban 1&, xay dung, sdn xuét va
dich vu cong nghé thong tin. Cudc khao sat cua
Spiceworks chi ra rang hau hét cic doanh nghiép
déu st dung cong nghé 4o héa mdy chi, véi 92%
dang st dung va 5% du dinh st dung trong vong
2 nim tiép theo (tinh tif nim 2019). P6i vé6i cic
doanh nghiép, diéu quan trong 13 phai dat dudc
hiéu qua t6i da véi chi phi tdi thiéu, va chi phi
t6i uu cho ha tang cong nghé thong tin 1a mot
trong nhiing 1gi ich ma cong nghé a0 héa dem
lai. Cong nghé 4o hoda, dic biét 1la 40 hdéa may
chii, dang hoat dong rét tét. D cung cip dich vu
luu trit web va st dung hiéu qua cac ngudn luc
hién c6 trong co sé ha tang cong nghé thong tin
theo céch tiét kiém chi phi hon, ching ta c6 thé
st dung cac may chu ao thay cho cac may chu vat
ly. Trude khi ¢6 may chd 4o, cac may cha vat ly
chi st dung mot phan cong suit xi ly ctia chiing
va hoat dong kém hiéu qua hon vi chi mot phan
may chii ctia mang xt ly khdi luong cong viéc.
Diéu ndy din dén viéc cac trung tam dif liéu trd
nén qua tai véi cac may chi hoat dong kém hiéu
qud, gy lang phi tai nguyén va dién ning. DE
khac phuc tinh trang niy, 40 héa mdy chd chia
mdi mdy chd vat ly thanh nhiéu mdy chd 4o va
cho phép mdi may chii hoat dong nhu mot thiét
bi vat Iy doc 1ap vé6i kha nang chay cac tng dung
va hé diéu hanh cia riéng né. Bing céach nay, 4o
héa may chii mang lai nhiéu 1¢i ich cho ngudi st
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dung: hiéu ning ctia mdy chii cao hon, gidm thiéu
chi phi van hanh hé thdng va do phiic tap clia may
chi, ting hiéu suit ing dung va ddy nhanh toc do
trién khai cong viéc.

A. Thdch thitc ciia do héa mdy chi

Trong khi miic do phé dung ctia cong nghé ao
héa may chi ngay cang tang cao, va nhitng ich 1gi
n6 dem lai 12 vo cung to 16n, cdc van dé vé an toan
mang cho hé thong mdy chi 4o cang trd nén quan
trong va mdi nha quéan tri hé théng cin quan tim
hon nita bdi vi c¢6 rit nhiéu mdi de doa an toan
mang tiém tang dbi v6i mot hé théng may chi néi
chung va véi hé théng mdy chid 4o néi riéng. Mot
nghién ciu thdng ké cac 16 hdng va cich phong
chéng véi cic loai 16 hdng biao mit trén cic hé
théng 40 [25] dudc thuc hién vio nim 2019 chi
ra rang cac ky thuat tn cong dudc xay dung chi
yéu dua trén céc 16 hdng tir phia Hypervisor, trinh
quan ly may 4o, 1én t6i 61%. Diéu nay cho thiy
trinh quan ly 4o héa vin cé nhiéu 16 héng bao
mit cin khac phuc d€ nang cao chit va lugng
hiéu qua st dung cta cong nghé ao hoéa. Trong
qu4 trinh nghién citu, chiing t6i nhan thiy k¥ thuat
tin cong DoS ACK-Storm ciing dua trén 16 hong
bao mat cla trinh quan ly ao héa va sé phan tich
cu thé hon trong phan trinh bay cdc thuc nghiém.
Trong pham vi nghién ctu cda bai bdo, ching t6i
tap trung khiac phuc mot s6 van dé an ninh mang
sau:

1) Vao nidm 2019, Impreva [2] da cong bd vé
mot cude thn cdng tir chdi dich vu phan tan
st dung g6i tin SYN vao thang 1, trong do
500 triéu géi tin SYN dugc gui mdi gidy.
Cing trong nam 2019, mdt bao cdo khac
ctia Imperva vao thang 4 [2]] cong bé6 mot
cudc tin cong tit chdi dich vu phan tan véi
580 triéu goi tin mdi gidy. V6i moi goi tin
¢6 gia tri trung binh vao khoang 850 bytes,
cudc tAn cong vé6i 580 tridu goi tin mbi gidy,
tuong duong véi luu lugng mang la 3944
Gbps, gti t6i muc tiéu d€ khién né khong
thé phan hdi cic yéu cau hop 1& dudc gii
dén. Trudc do, vao ndam 2018, Github da
duy tri cudc tin cong tir chdi dich vu phan
tan v6i luu lugng mang 1én t6i 1.35Tbps
(tuong ducng 129.6 triéu goi tin mdi gidy)
ma khong can dén su giip d5 ctia mang
botnet. S6 lugng cic cudc tin cong tir chbi
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dich vu phan tan dang gia tdng nhanh chong
qua tiing ndm, gip 3 lan chi sau 1 nim,
dang 1am cho cidc doanh nghiép thit thoat
rit nhiéu tién ctia. P€ gidm thiéu va ngin
chin cic thiét hai tir cdc cudc thn cong tir
chéi dich vu, viéc nghién cifu va phan tich
cdc loai hinh tin cong tir chdi dich vu 1a rit
can thiét.

2) Néu nhiing ké tin cong két hop ky thuit tan
cong DoS ACK-Storm véi mdt mang botnet,
chiing c¢6 thé khién mdy chii 40 roi vao tinh
trang can kiét cong trong mot khoang thdi
gian. Piéu d6 anh hudng dén cic dich vu
thuc su, khién cac dich vu nay khong thé
ddp ung cac yéu cau tif ngudi dung that su.
Trong cac tng dung thuc, nguti dung sé
ngung su dung cac dich vu cia mdt nha
cung cip néu c6 van dé vé thdi gian phan
hdi va hiéu suét. Vi vay, viéc phat hién céc
cudc tin cong mang trén mang 4o (thim chi
chi xdy ra trong mot khoang thdi gian) dé
ngin chin né 1a kha quan trong dbi véi céic
ting dung, dich vu thuc t& nhu c4c tng dung,
dich vu dua trén nén ting web va APL

3) Sau khi phét hién cdc cudc tin cong mang
nhiam vao cdc hé thdng 4o, lam thé nao dé
ngin chiin cdc cudc tin cong va tranh rii ro,
ciing 12 mdt van dé thach thiic quan trong.
Do d6, chiing toi dé xut nghién ciu dé trién
khai dugc cac gidi phap nang cao tinh bao
mét clia mang Ao trong thuc té.

B. Pdng gop cua bai bdo
Dua trén cdc hiu biét cta ching toi, nhiing
nghién ctiu vé cic cudc tin cong nhim vio
vSwitch/vBridge ctia cdc hé thdng 4o trén moi
truong nhu VMware, Docker khong dudc tap
trung nhiéu, dic biét 1a trén Docker. Do do, cic
dich vu thuc dudgc trién khai trén hé thdng 4o trén
moi trudng nhu VMware, Docker dé bi tn cong
mang hon cdc hé thdng that (ciac hé thdng vat
1y). Pay chinh la dong luc ctia ching t6i khi thuc
hién nghién ctiu cdc cudc tn cong mang lién quan
vao cic hé théng 40 nhu vdy. Mot cach khdi quat,
chiing tdi trinh bay ngan gon nhiing déng gop clia
chung tdi trong bai bdo nay nhu sau:
1) Pé xuit thi nghiém tin cong tir chdi dich
vu dua trén bio géi tin ACK bing géi tin
FIN-ACK gia mao trén cac dich vu dudc
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trién khai trén hé thong 4o d€ cac nha cung
cAp dich vu hi€u dudc rii ro va biét thém 16
héng bdo mat khi trién khai dich vu trong
mdi trudng ao. Céc gdi tin FIN-ACK trén hé
théng 40 hod dé dang bi gid mao va sé lam
can kiét tai nguyén clia may ao chay dich vu.
Diéu d6 c6 nghia ring cic ung dung, dich
vu thuc dudc trién khai trén hé thdng 40 c6
thé dé dang bi tin tic tAn cong qua Internet
néu khoéng dudc quan tim ding mic.

2) Pé xuit thn cong tir chdi dich vu thuc
hién trén cdc hé thong may 40 VMWare va
Docker trong bai b4o nay 1a dé xuét dau tién
dudc thuc hién dé€ ching minh tinh kha thi
khi tin tic mudn tin cong cac dich vu trén
hé thdng may chd 40 nhu VMWare, Docker.
Chiing toi d& xudt mot phuong phap tin
cong méi dua trén ky thuat tin cong DoS
ACK-Storm bang géi FIN-ACK gia c6 thé
khién vSwitch/vBridge roi vao tinh trang
can kiét cong trong mot khodng thoi gian.

3) Dua trén cdc thi nghiém tan cong nay, bai
bdo clia chiing tdi cling dua ra mot s6 giai
phdp d€ ngin chdn va giam su pha hay cla
cac kiéu tAn cong ndy trong céc ting dung
thuc té.

C. Ky thudt tdn céng DoS ACK-Storm bang goi
tin ACK gid mao

DE thuc hién ky thuat tin cong DoS ACK-
Storm, trudc hét, ké tAn cong can thuc hién thanh
cong ky thuat tin cong xen giita (Man-in-the-
middle). Ky thuat tAn cong xen gilia 12 mot thuat
ngit chung [26] [28] d€ chi hanh vi ctia ké tin
cong mang tu dit ban thin vao giita giao tiép
mang ctia mot két ndi hop 1é biang cach gia dang
mot trong cdc bén va duy tri két ndi hoat dong
gibng nhu binh thuong nhim danh cép, stia ddi
va ngin chiin giao tiép gilta cdc bén cia két ndi.
Mot ké thn cong xen gilta manh mé véi day du
kha ning c6 thé giy ra rit nhiéu thiét hai cho cc
mdy chd, nhung trong thuc té viéc thuc hién dugc
diéu nay 12 khé khin hon nhiéu so véi cic mod
hinh thi nghiém véi cac giao thiic bao mat manh
mé nhu HTTPS, SSH, VPN [2§]]. Tuy nhién, mot
trong céc ky thudt phong thu hiéu qua st dung trao
ddi khéa Diffie-Hellman da dugc ching minh la
hoan toan c6 thé bi danh bai bdi thuit toan hién
dai nhu Field Sieve [27] [28] cho thdy khong c6
mot hé théng mang nao an toan tuyét ddi. Pong

thdi, trong mot nghién citu vé mot sd ky thuit tin
cong mang (trong d6 c6 tin cong xen giiia) dp
dung v6i moi trudng 4o héa [29] chi ra ring cic
switch/bridge 4o thiéu cdc bién phap kiém soat
b4do mat hon nhiéu so véi céc thiét bi vat Iy tuong
ting. Trong khi d6, dé thuc hién ky thuat tn cong
DoS ACK-Storm chi can st dung dén m hinh tin
cong xen gifta "yéu" [3[], c6 nghia 13, k& tin cong
chi can c6 kha ning nghe trom géi tin va glii mot
s6 goi tin gid mao vao két ndi.

Y tudng ctia k§ thudt tin cong DoS ACK-Storm
bing g6i tin ACK gia mao [3] dudc dé xuét béi
tdc giad Abramov va Herzberg dua vao 16 hong
trong x@ ly ngoai 1€ ciia TCP dugc mo ta trong
trang 72 ctia RFC 793 [11] vé TCP. Cu thé, khi
két néi TCP dang & trang thai ESTABLISHED
(da két nbi), nhan dugc mot géi tin v6i gia tri sd
xac nhan "chua duge glii" SEG.ACK >SND.NXT
(Gia tri sd xdc nhan nhin dudc cao hon sb thi
tu phan doan clia byte dif liéu tiép theo dudc giri
dén thiét bi con lai ctia két ndéi TCP), bén nhan
sé xt ly nhu sau: Glii mot géi tin ACK (v6i sd
SEQ/ACK dudc gtii cudi cung) cho bén con lai
ctia két ndi, sau d6 boé phan doan 16i di. Pic biét,
bd qua payload trong phan doan. Tuy nhién, trang
thai nay c6 "timeout" va dung khi bo dinh thoi dat
dén timeout. D€ thuc hién ky thuat tAn cong DoS
ACK-Storm cd ban (Tin cong bdo géi tin ACK
st dung hai géi tin ACK gia mao), ké tin cong
thuc hién nhu sau:

o Bit (it nhat) mot géi tin tir két ndi TCP gitta
mdy khich va mdy chti (Chi cn bat/nghe 1én
mot g6i tin va khong can bit ky tidc dong nao
dén Két ndi).

o Tao hai géi tin, mdi géi tin dugc glii dén mot
bén trong két ndi va véi dia chi ngudi gii cla
bén kia (i.e. gbi tin gia mao). Cac gdi tin gia
mao phai nim trong ctia s6 TCP clia c4 hai
bén. Cac gdi tin gia mao phai ¢6 ndi dung -
it nhit 12 mot byte dit liéu (néu khong c6 dit
liéu thi s€ khong dugc xu ly).

o Gilii cic g6i tin dén may khach va may chi
cting mdt lic. Két néi TCP sau d6 sé roi vio
mot vong lap v han gui cac géi ack qua lai
gitta hai bén cho dén khi bi timeout.

D. Ky thudt tdn céng DoS ACK-Storm bdng goi
tin FIN-ACK gid mao

Dua trén y tudng cua tac gia Abramov [3[, Son
et al. da dé xuat mot ky thuat tin cong DoS ACK-
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Storm khac [5] dé tn cong cic mdy 4o véi cling
mot co ché. Tuy nhién, ky thuat tAn cong dudc
thuc hién bdi cac goi tin FIN-ACK gia duge tao
cing mot cach khi tao cip géi tin ACK gia dé
thuc hién ky thuat tin cong DoS ACK-Storm .
Dva trén mo ta trong RFC-793 [11]] (trang 73):
néu két néi TCP & trang thai CLOSE-WAIT (doi
dong két nbi), né sé xi ly tuong tu nhu dang &
trang thdi ESTABLISHED. Piéu d6 c6 nghia 12
néu nhitng ké tin cong budc mdi bén cia két ndi
TCP chuyén sang trang thai CLOSE-WAIT, thi
cac bén cla két nbi d6 sé doi géi tin ACK (xem
Hinh [2) khong bao gi dén ma thay vao d6 1a céac
g6i tin ACK "chua dugc gii", sau d6, cudc tin
cong tir chdi dich vu duya trén bao géi tin ACK
dugc kich hoat bdi hai géi tin FIN-ACK gia. Vi
cAu hinh mic dinh cta giao thiic TCP khong c6
"timeout" cho trang thdi CLOSE-WAIT, cudc tin
cong tir chdi dich vu nay vé mit ly thuyét sé khong
bao gio ding lai va cic bén cia két ndi sé & trang
thai CLOSE-WAIT mai mai.

Bai bdo cda chiing tdi cai tién phuong phdp
tin cong cla Son dé dé xuit ky thuat tin cong
méi trén mdy 4o va thi nghiém tin cong trong
mang Docker. Cic dé xuét thn cong thii nghiém
nay dugc trinh bay chi tiét trong cdc phan tiép
theo cua bai bao.

E. Cdu tric bai bdo

Phan con lai cda bai bdo dudc 6 chic nhu sau.
Trong phan [, ching t5i trinh bay ngin gon tong
quan vé cic kién thic lién quan. Chiing toi tap
trung vao giai thich vé ky thuat tin cong DoS
ACK-Storm biang géi tin ACK gia mao va ky
thuat tin cong DoS ACK-Storm bing géi tin FIN-
ACK gid mao. D€ minh hoa, chi tiét vé cac thi
nghiém tan cong tir chdi dich vu dua trén bio
g6i tin ACK dugc dé xuét trén cac hé thong mdy
chui 40, VMware va Docker, s€ dugc md ta trong
phan [[II va phan [IV] Dua trén céc thi nghiém tin
cong nay, chiing tdi trinh bay két qui mo phong
va céc y kién thao luan. Thém nifa, trong phan
chiing t6i danh gia tinh kha thi ctia ky thuat tin
cong DoS ACK-Storm trén céac hé théng mdy chi
4o0. Cubi cung, Phan |VI| trinh bay két luan cla bai
béao nay.

Bai bdo nay 1a phién ban diy di clia bai bdo
trong Hoi thao qudc té [4], tip trung vao nghién
ciu 16 hong bao mat trong cic hé théng 4o va
trinh by cac gidi phap phong chdng & mic dé
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xuét 1y thuyét. Bai bdo nay chiing tdi phan tich
cu thé nhiing thach thiic ctia k§ thuét 40 hoa may
chii (muc dé tir d6 danh gid dugc nhiing dong
g6p tich cuc clia bai bdo dbi véi nhiing hé théng
mdy 4o dudc trién khai dich vu hién nay (muc
[-B). Bén canh d6, ching t6i phan tich cac ky
thuat tin cong hién nay dang dudc st dung dé tan
cong cic hé thdng mdy 4o dich vu trong muc
va muc dé danh gia dudc cac yéu tb clia cic
hé théng 4o dang bi tin dung trong tin cong dich
vu. T nhiing phén tich bd sung nay, bai bdo ciing
mé rong phan khuyén nghi d€ nhitng nha quan tri
mang dang trién khai ciac hé thdng dich vu trén
cac hé thdng 4o c6 nhitng bién phdp phu hop dé
han ché nhiing tAn cong da dugc thi nghiém trong
bai bao.

II. CAC NGHIEN CUU LIEN QUAN
A. Ky thudt nén tdng

Trén thuc té, ciac hé thdng 4o hod dang dudc
st dung rat rong rii cho cic ng dung cung cip
cho ngudi ding dau cudi trén nén ting Website.
Céc nha phit trién tng dung di va dang tiép can
xdy dung ing dung phan mém dya trén nén ting
cong nghé Microservice nham tdi wu hod ngudn
luc phat trién va hiéu qua hod tinh mém déo clia
cdc tinh nidng phan ménﬂ Cac chtic nang cua hé
théng déu ducc thiét ké chay trén cic dich vu
(service) doc lap nham dé xdy dung va thiét ké
hé thdng phuc vu viéc hiéu qua hoa trong md
rong hé théng trong tuong lai. Mot s tng dung
dién hinh dang st dung dudc phat trién trén nén
tang Microservice va hé thdng 4o hod nhu Vibl
va 123X{} M&i mot tinh ning 16n clia hé thong
Viblo va 123Xe dudc phat trién va cai dit trén
VMWare hoac trén Docker va ludn dugc giam sat
chit ché qud trinh van hanh cta mdi service.

Nhu viy, dé st dung cic hé théng mdy 4o va
Docker trong xdy dung hé thdng dich vu, céc
nha phét trién phan mém da phéi st dung nhiing
ky thuit, giao thic lién quan d& két ndi cic hé
théng mdy 4o va Docker nhu: giao thiic TCP dugc
mo ta trong RFC-793 [11], Vmware Workstation,
Hypervisor, Switch 4o - vSwitch, Bridge do -
vBridge [23], [24], ... Nhiing hé thong may &o

"https://www.dotnetcoban.com/2020/04/reference-sample-
projects.html

Zhttps://viblo.asia/

3https://123xe.vn/
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va Docker ban dau dudc nghién ciu dé phat trién
nhitng dich vu dit trong mang ndi bo nham t6i
uu hoa tai nguyén. Tuy nhién, hién nay thiét ké
dich vu trén cic hé théng dich vu trén hé théng
40 d€ cung cAp cho ngudi ding du cubi trd thanh
thong dung va can thiét. Do d6, viéc nghién ciiu
nhiing kh4 ning xay ra rdi ro d6i véi nhiing hé
thng 4o thong dung tré nén cip bach nhim dam
b4o an toan cho hé théng.

B. Mt s6 nghién citu tdn cong hé thong do hod

Cong nghé 4o héa dong mot vai tro quan trong
trong viéc xay dung hé thdng dién toan ddm may
dich vu (cloud computing) va hé thdng dién todn
dam may danh riéng (private cloud). Tuy nhién,
hién vin c6 nhiéu 16 hdng trong viéc trién khai
40 héa va 16p 4o héa (vBrigde, vSwitch) phai ddi
mit v6i nhiéu thach thic bao mat khac nhau. Véi
su tién Igi cia cong nghé 40 héa mang, mot cd
s ha tang mang don 1é c6 thé dugc chia thanh
nhiéu kién tric mang 4o. Diéu ndy mang lai 1gi
ich cho mdt loat cic ung dung, bao gém cé co s
ha tang dién todn ddm mAy. Trong bai bdo [12],
Bays et al. di thdo luan vé mot s6 thach thic va
mbi de doa chinh lién quan dén an ninh mang 4o,
dong thoi trinh bay céc gidi phdp tuong ting, ciing
nhu céc khia canh bao mat chua dugc tiép can khi
thiét k& cic dich vu lién quan dén hé thong mang
40. RO rang, trong moi trudng hé théng mang Ao,
bdo mat 13 rit quan trong trong viéc phat hién
cac xam nhdp vao 16p mang ao. Do d6, Nathiya
va cong su [13] di dé xuit mot hé thdng phat
hién xAm nhép két hop (hybrid intrusion detection
system (H-IDS)) dé gidm sat an ninh trong mot
16p mang 4o, nhung ho da khong trién khai va
xac minh thit nghiém.

Céc vin dé bio mat trong mang 40 héa c6 thé
dugc chia thanh hai loai: Rai ro bdo mat 4o hda va
tin cong bdo mat mang 4o héa. Tan cong mdy 4o
hoa phd bién [14] bao gdbm danh cip va giad mao
mdy 4o, tin cong chuyén d6i mdy 4o, tin cong
rootkit dya trén may o (virtual-machine based
rootkit - VMBR) va tin cong tif chdi dich vu.
Trong bai bdo clia Son va cic dong nghiép [5]
da ching minh ring switch 40 (vSwitch) c6 thé
truyén lai cac géi TCP bi 16i, diéu d6 ching té
dic di€ém nay sé bi lam dung cho cdc cudc tin
cong truyén lai géi tin bdi nhiing ké tin cong noi
bo.
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Miit khéc, thiét ké giao tiép don gian gifta cac
mdy 4o ciing tao ra cac 16 hdng bdo mat nhu trong
bai bao [15]] da néu. Chinh vi 1€ d6 ma Elmrabet
va cong su [16] di dé xudt mot kién tric bio
mat ba 16p méi, bao gdm switch 4o (vSwitch),
tudng ltia 4o (vFirewall) va VLAN, d€ ngén chin
céc cudc tan cong vio cidc mdy 4o thdng qua céc
giao thiic giao tiép don gidn giita chiing. Sathya
va cong su [17] da dé xuat mot md hinh dang tin
cdy cho bdo mat VM trong dién toan dam may.
Ho da ma héa VM image va st dung ky thuit
snapshot va dich vu gidm sit ctia bén thi ba dé
cai thién tinh bao mat, tinh toan ven va tinh kha
dung ctia VM.

Dua vao nhitng phan tich, danh gid vé nhiing
nghién ctu lién quan, ching ta thiy dudc viéc
nghién ctfu dé khai thic nhiing 16 hong bdo mat
trong hé thong mdy 4o hod bao gdm ca Docker
dé€ dam bio bao mat cho hé théng dich vu trién
khai trén may 4o.

Giao thic diéu khién truyén van — TCP TCP
la giao thic truyén tin huéng két ndi, né yéu cau
thiét 1ap kénh két ndi truéc khi truyén dit lidu.
Thong qua TCP, cac ing dung trén cac may chud
dugc két n6i mang c6 thé giao tiép véi nhau, qua
doé chiing c6 thé trao ddi dit liéu hodc goi tin.
Giao thiic nay dam béo cung cép dit liéu dang tin
cay cho ngudGi nhan. Hon ntta, TCP c6 chic nang
phin biét gilta dif liéu cla nhiéu dng dung (nhu
dich vu Web, dich vu Email, v.v.) thuc thi dong
thai trén cung mot mdy chu. Hoat dong cua giao
thuc TCP dugc mo ta trong RFC-793 [11]. Ngay
nay, TCP van dudc st dung rong rii trong nhiéu
hé théng may chii.

1) Bdt tay ba budc: Bit tay ba budc dudc st
dung trong giao thiic TCP cho viéc thiét 1ap két
ndi. Giao thiic TCP st dung mé thu dong (passive
open), c6 nghia 1a mdt mdy chii dugc gan va ling
nghe trén mot dia chi cdng tru6c khi mot may
khéch cb ging két nbi dén né thong qua dia chi
d6. Mot may khach cé thé bat dau mot két ndi
chu dong (active open) sau khi md thu dong dudgc
thiét 1ap. Qud trinh bat tay ba buéc dién ra véi ba
budc nhu sau (xem Hinh [I)):

o Miy khich, mdy muén két n6i v6i may chd,
sé gtii g6i tin TCP dén mdy chd vé6i gia tri
ngau nhién A cho sd thd tu (sequence number
- SEQ) va bit cd SYN dugc bat. Go6i tin nay
dudc goi la géi tin SYN (1).

e Sau khi may chi nhin dugc géi tin SYN,
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Client Server

(1) SYN: SEQ=A
(2) SYN:SEQ =B, ACK=A+1
(3) ACK:SEQ=A+1 ACK=B-+1

v
ESTABLISHED

Hinh 1: Qua trinh Bit tay ba buéc trong TCP

né phan hoi cho mdy khach géi tin TCP ¢6
gi4 tri ngau nhién B cho sb thit tu SEQ, sb
xac nhan (acknowledgment-ACK) dugc dat
gia tri bang sb thd tu tir goi tin nhan dudgc
cong thém mdt (A + 1) va hai bit co SYN,
ACK dudc bat. Go6i tin nay dudc goi la goi
tin SYN-ACK (2).

o Cubi cung, may khach gti g6i tin ACK (3),
c6 sb xdc nhan dudc dit gia tri bang sb thd
tu nhan dugc cong thém mot (B + 1), gia tri
s6 thii tu dudc dit bang gid tri xac nhan nhan
dudgc (A + 1) va chi ¢6 bit c6 ACK dudc bét.
Day la goi tin ACK c6 nhi€ém vu hoan thanh
qué trinh thiét 1ap cho két ndi TCP.

2) Bdt tay bén budc: Bat tay bdn budc dudc
st dung dé két thic mot két ndi TCP véi viec két
thic doc 14p cia mbi bén trong két ndi. Qua trinh
nay dién ra nhu sau:

o Khi mot bén X trong mot két ndi TCP mudn
két thiic két ndi. n6 giii t6i bén con lai Y cia
két néi mot goi tin FIN, véi bit ¢ FIN dugc
bat, s6 thii tu phan doan SEQ (A), va sb xdc
nhin ACK (B) dua trén trang thai hién tai
cia két ndi TCP d6. Sau d6, bén X chuyén
sang trang thai FIN-WAIT-1.

o Khi thiét bi dau cubi Y nhan géi tin FIN,
né gidi phong bo nhé dém, va phan hodi mot
g6i tin ACK, véi sd xac nhan ACK dugc dit
gia tri bang s6 thi ty phan doan nhan dudc
cong thém mot (A+1) va sb thi tu phan doan
dugc dit bang sd xdc nhan nhan dudc (B).
N6 ciing dong thdi chuyén sang trang théi
CLOSE-WAIT. Sau khi nhén géi tin ACK tu
bén Y, bén X chuyén sang trang thai FIN-
WAIT-2 tif trang thai FIN-WAIT—1. Két nbi
TCP tit X sang Y da két thic, tuy nhién két
nbéi TCP tif Y sang X vin dang md, day la
két ndi “ntta md" hay két nbi "nita déng".

o DE két n6i TCP két thiic hoan toan, thiét bi
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Endpoint Endpoint
ESTABLISHED
1
(1) FIN-ACK: SEQ=A ACK B
FIN-WAIT-1 p [CLOSE-WAIT

(2) ACK SEQ=B,ACK=A+1

FIN-WAIT-2 | ¢

(3) FIN-ACK: SEQ=B, ACK=A+1
TIME-WAIT | &

LAST-ACK

(4) ACK SEQ=A+1 ACK=B+1

TIME-WAIT

A 4

CONECTION CLOSED

Hinh 2: Qua trinh Bit tay bdn budc trong TCP

dau cudi Y gtii g6i tin FIN-ACK dé két thic
két ndi TCP ti Y sang X va doi mot géi tin
xac nhan (goi tin ACK) tu X.

o Cudi cung, khi thiét bi dau cubi X nhan dugc
g6i tin FIN tir Y, X gtii g6i tin ACK cudi
ciing ctia két ndi TCP nay va X chuyén sang
trang thai CLOSED. Lic nay, két ndi TCP
da két thuc hoan toan (& ca 2 bén X va Y).

C. Vmware Workstation

1) Mdy do - VMs: Mdy 3o la cic phan mém
mdy tinh cung cip cic chic ning gibng nhu céc
mdy tinh vat ly. Cdc mdy 4o dua trén kién triic
mdy tinh vét ly nhung ching hoat dong nhu cic
hé thdng mdy tinh vat ly doc lap. Vi mdy 4o,
ngudi dung c6 thé thuc thi cic phan mém yéu
ciu cdc mdi trudng khic nhau ma khong can lo
lang téi viéc x4y ra cac xung dot trong cing mot
thoi di€ém (vi du nhu: cic xung dot lién quan t6i
phién ban hoic xung dot vé mdi trudng hé diéu
hanh .v.v.). Cdc mdy 4o dem t&i nhiéu 1¢i ich cho
ngudi s dung va cac doanh nghiép nhu la: Giam
thiéu chi phi phan ciing; Ting tdc qué trinh trién
khai hé théng mdy tinh va mdy chd; Tiét kiém
nang lugng; Gia tdng hi€u qua hoat dong cong
nghé thong tin va cac 1gi ich khac.

2) Hypervisor: Hypervisor, hodc con goi la
trinh quan Iy mdy 4o (VMM), c6 thé 13 phan ciing,
phan mém hoic chuong trinh co sé (firmware)
cung cip kha ning 40 héa. Mot mdy chi 4o cho
phép mdt may chii, may c6 may chu ao hoat dong
trén nd, hd trg nhiéu may 4o khach biang cich chia
sé céc tai nguyén cia né nhu bd nhé va vi xu 1y,
v.v. C4c tai nguyén da dudc phan bd cho mdi may
40, mdy chi 4o cung cip va quan ly viéc lap lich
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st dung cac tai nguyén may ao dua trén céc tai
nguyén vat ly. May chu ao c6 hai loai: loai 1, "bare
metal”, thuc thi truc tiép trén phan ciing may chi
luu trit, gibng nhu mot hé diéu hanh, trong khi
loai 2, "hosted", hoat dong nhu mot phin mém
trén hé diéu hanh, tuong tu nhu mot dng dung.
Viéc lya chon loai may cht ao dua trén muc dich,
nhu ciu ctia ngudi dung va doanh nghiép.

3) Switch do - vSwitch: Switch ao 1a mot Gng
dung phan mém cho phép giao tiép giita cdc mdy
4o, gilta mdy vat Iy va mdy do. N6 diéu khién
giao tiép trén mang mot cach thong minh bang
ciach dam bao tinh toan ven clia hd so mdy 4o,
bao gdm cai dit mang va bdo mat, kiém tra cic
g6i tin dit liéu trude khi diéu huéng ching dén
dich. Mot switch 4o 12 hoan toan 4o va c6 thé két
ndi véi card giao dién mang (NIC). Cac vSwitch
hop nhét cic switch vat Iy thanh mot switch logic
duy nhit. Piéu nay gilp ting bing thong va tao
mang ludi hoat dong gitta may chi va cac switch.
vSwitch ciling gitip dé dang trién khai va di chuyén
cac may chu 4o, cho phép nha quén tri mang quan
ly switch 40 dudc trién khai thong qua mot mady
chii 40 va dé dang trién khai chiic ning méi, c6
thé lién quan dén phin ciing hoic chuong trinh
co s¢ (firmware).

4) Mang do - Mang do hoa: Mang 4o hoa la
mot phuong phap phan chia bing thong cé san
thanh cédc kénh dé két hop cdc tai nguyén c6 sin
trong mang. Moi kénh c6 thé dugc chi dinh (hodc
dugc chi dinh lai) cho mot mdy chi hoic thiét bi
cu thé trong thdi gian thuc va dudc bdo mat doc
lap. Y tudng chinh ctia mang 4o héa 1a 4o héa
che gidu sy phic tap thuc su ctia mang biang cach
chia n6 thanh cc phan c6 thé quéan ly, gibng nhu
0 cing dugc phan ving gitp quéan ly tép dé dang
hon. Mbi mdy ding ky chia sé quyén truy cip vao
tt ci cdc tai nguyén trén mang tif mot may tinh
don.

D. Docker

1) Docker Engine - Docker Daemon: Docker
Engine, hay con goi la Docker Daemon, 1a mot
dich vu chay trong nén, quan ly moi thi can thiét
d€ thuc thi va tuong tac véi cac Docker Container
trén hé diéu hanh mdy chi. N6 dudc st dung dé
thuc thi cac Docker Container chifa tit ca cdc phu
thudc can cho ting dung bén trong. Docker Engine
cho phép cic ing dung dudc déng goi, c6 thé chay
mot cach nhét quan trén moi co sé ha ting. Docker

Daemon giao tiép truc tiép véi hé diéu hanh may
chii va biét cach phan phdi tai nguyén cho céc
Docker Container dang chay. Docker Engine dam
bao mdi Container dugc cach ly véi ca hé diéu
hanh may chii ciing nhu céc Container khac. Hi€u
mot cach don gian, né thay thé cho Hypervisor
trong VMWare.

2) Docker Container Image: Docker Container
Image, hay Docker Image, 1a mot géi phan mém
nhe, doc lap, c6 thé thuc thi dugc. N6 bao gom:
ma 1énh, thdi gian chay (run time), cong cu hé
théng, thu vién hé théng va cic tép cai dit - tit
ca nhiing thii can thiét d€ thuc thi tng dung. C6
nhiéu Docker Image c6 sin c6 thé dudc st dung
dé xay dung lai Docker Image méi hodc dé trién
khai cac Docker Container.

3) Docker Container: Docker Container 1a mot
th€ hién khi thuc thi ctia Docker Image. Tuy nhién,
ching ta c6 thé tiy chinh ciac Docker Container.
Nhiéu Container c¢6 thé chay trén ciing mot mdy
tai cung mot thoi diém va chia sé nhan (kernel)
ctia hé diéu hanh. Cac Container hoat dong nhu
cdc tién trinh doc 1ap trong khong gian ngudi dung
(userspace). Cic container chiém it khong gian
hon mdy 4o (VMs), c6 thé xit Iy nhiéu tng dung
hon va yéu cau it hon cidc mdy 4o va cic hé diéu
hanh thuc.

4) Docker Network: Nguyén ly hoat dong clia
mang Docker la huéng tng dung. Su cach ly
trong mang Docker dat dugc bang cich st dung
khong gian tén mang. Thong thuong, cac dich vu
nhan IP riéng va 4nh xa t6i nhiéu container. Cic
dich vu dugc thuc hién khi Container chu trong
hon vao kham pha dich vu tich hgp. Vi quy mod
Container trén mdt mdy chi c6 thé chay t6i hang
tram Container, nén mang mdy chi phai c6 kha
ning md rong rat 16n.

5) Bridge do - vBridge: Mot bridge ao
(vBridge), c6 tén goi khac 1a Network bridge hodc
Linux bridge,]a mot phan mém dudc st dung dé
hop nhét hai hoic nhiéu phan doan mang. N6 hoat
déng nhu mot switch do (vSwitch) va hoat dong
mot cich trong sudt (khong dnh hudng dén qua
trinh truyén tin) [23[] [24]. Trong Docker container
dugc xay dung vé6i Image co sG la Linux, mang
Docker dugc quan ly bdi vBridge thay vi vSwitch
nhu trén VMware Workstation.
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E. Chuyén doéi dia chi mang va chuyén doi dia
chi céng (NAT, PAT)

1) Chuyén déi dia chi mang - Network Address
Translation (NAT): Chuyén d6i dia chi mang
(NAT) 12 mot ky thuat cho phép mot hodc nhiéu
dia chi IP ndi bd (mang cuc bd) dudc chuyén
ddi thanh mot hodc nhidu dia chi IP cong cong
(bén ngoai). Ky thuat ndy gitip cho mot thiét bi
trong mang cuc bo/mang riéng c6 thé két ndi véi
mang cong cong (Internet). NAT chiu trach nhiém
truyén cdc géi tin tf 16p mang nay sang 16p khac
trong cing mot mang. NAT sé thay ddi dia chi IP
bén trong gdi tin. Sau d6, cdc géi tin sé di chuyén
qua cidc bo dinh tuyén va thiét bi mang. Nguoc
lai, khi g6i tin dugc truyén tir Internet (mang cong
cong) trd lai NAT, NAT thuc hién nhiém vu thay
ddi dia chi dich thanh dia chi IP tuong ting bén
trong mang cuc bd va glii né dén thiét bi dau
cubi tuong ting. Hon nita, NAT c6 thé hoat dong
nhu mét tuong lta. N6 gidp ngudi dung bdo mat
thong tin IP mdy tinh trong mang cuc bd. Cu thé,
néu mdy tinh gip su c¢d khi két nbi véi Internet,
dia chi IP trong mang cong cong (dugc thiét 1ap
cAu hinh truéc d6) dugc hién thi thay vi dia chi
IP trong mang cuc bd.

2) Chuyén doéi dia chi cong - Port Address
Translation (PAT): Chuyén d6i dia chi cong
(PAT) 1a k¥ thuat md rong cta NAT, c6 thé gidp
nhiéu thiét bi trén mang cuc bd/mang riéng két
ndi v6i mang cong cong bing cich dnh xa dia chi
IP cuc bd cia chung sang mot dia chi TP cong
cong duy nhét v6i cac dia chi cdng cu thé. Véi
mdi cdp "dia chi IP cuc bd:cdng cuc bd" dudc
anh xa téi dia chi IP c6ng cong v6i mdt dia chi
cong cu thé, nhiéu thiét bi c6 thé giao tiép véi
Internet qua cic cong tuong ting dudc cung cip
cho chiing. Ky thuit niy c6 thé bao ton dia chi
IP nhung s luong dia chi cdng khong vo han,
chi c6 65.536 cdng nén c6 thé c6 tdi da (trén ly
thuyét) 12 65.536 dia chi tai mot thdi diém cho
mdi dia chi toan cau (dia chi IP cong cong). Néu
ké tin cong c6 thé chiém tit ca 65.536 cong, thi
mdy chd dich vu sé roi vao trang thai “can kiét
cong" va khong thé thuc hién giao tiép gilta céc
thiét bi cuc bd va mang cong cong.
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III. BPE XUAT TAN CONG TU CHOI DICH VU
DUA TREN BAO GOI TIN ACK TREN VMWARE
WORKSTATION

A. Ky thudt tdn cong DoS ACK-Storm bdng goi
tin ACK gid mao

1) Moi truong thuc nghiém (xem Hinh [3)):

a) Mdy chu do: Chung toi sit dung VMware
Workstation 14.1.1 ¢6 cai dat Windows 10 64bit
lam may cht ao B*.

b) Cdc mdy vdt ly: May khach A va may chd
40 B ¢6 cling cAu hinh nhu sau: Window 10 64bit,
Chip Inter® Core™ i7-6700 CPU @ 3.40GHz,
RAM 8GB, card mang 100Mbps, bd chuyén ddi
Ethernet gin véi PCI-E bus. Mdy tin cong C sit
dung Windows 10 cé cai dat Python 3.7.3.

¢) Router: Chung t6i st dung router thay
cho hub trong thi nghiém cuia tac gia Son vi trong
thuc thé cdc doanh nghiép st dung router dé thiét
lap mang LAN hodc dé két nbéi Internet. Loai
router st dung trong cac thi nghi€ém cua ching
toi la Cisco 800 Series Routers CISCO881-K9.

d) Thu thdp goi tin: Trong céac thuc nghiém,
céc g6bi tin trén dudng truyén giita mdy chi vat 1y
B va vSwitch - Line A, va trén dudng truyén giita
mdy chi 40 B* va vSwitch - Line B dugc bat dé
phan tich. V&i viéc tién hanh bat cdc gdi tin trén
ca Line A va Line B, chuing t6i kiém ching tinh
kha thi ctia ky thuat tin cong dong thoi dé xuét
céc bién phap phong chdng phu hop.

2) Thuc hién tin cong: Két ndi TCP binh
thuong dugc thiét 1ap bang doan ma python
(v3.7.3) st dung lap trinh socket. Trong thi
nghiém nay, ching tdi chi cho may khach A mé
két n6i v4i mdy chii 40 B* bang qua trinh bat tay
3 budc va lay géi tin ACK cudi cung tir két ndi
TCP da thiét 1ap thanh cong. M4y tin cong C si
dung cac s6 xac nhin (ACK number) va sb thif tu
phan doan (SEQ number) ctia géi tin ACK cubi
cung nay dé€ tao géi tin gid c¢6 dia chi ngudn 1a
1 may trong may khach A va may B*, dia chi IP
dich 1a mdy con lai bing scap Sau do, chiing
t6i glii cac goi tin dén may c6 dia chi IP dich
tuong Ung.

a) Trén Line A: Chiing tdi bat dugc khoang
55,000 g6i tin ACK truyén lai (retransmitted
ACK) trong 60 gidy khi cudc tdn cong tii chdi
dich vu duya trén bao goéi tin ACK dang dién ra.
Két qua nay tuong dong v6i két qua trong thi

*https://scapy.net/
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Routers
192.168.2.2
CISCOBE1-KS
NAT 1 10.10.10.1
vSwitch Line A
Line B PAT
‘ 3000 <4100
10.10.10.2 10.10.10.3
Window 10 Window 10
Sarver Host
152.168.2.10
Window 10 Vmware 10.10.10.5
incow Workstation 14.1.1 Window 10
Virtual Server Attacker

Hinh 3: M6 hinh thi nghiém trén VMware Workstation - Ba mdy vat Iy nhu trén dugc két nbi véi
nhau qua Router cisco loai Routers CISCO881-K9, mdy C 13 mdy tin cong va c6 thé nghe 1én, va
tiém céc goi tin vao két nbéi TCP gilta mdy khach A va mdy chii 4o héa B.

nghiém trude do cua tac gia Abramov [3] va cia
tac gia Son [5]], nhung sb lugng géi tin it hon 1a
do bing thong ctia Bd chuyén ddi Ethernet trong
thi nghi€ém cua ching t6i nhé hon. Tuy nhién,
trinh quén ly Window Taskmanager van hién thi
bang thong st dung bdi VMware NAT services la
0.6Mbps. Két qua nay 16n hon nhiéu so véi 120
byte (hai géi tin gid mao) dudc ghi bdi mdy tin
cong C.

b) Trén Line B: Chi géi tin ACK gia dau
tién ma ching tdi tao ra dugc chuyén tiép dén
may ao B* thong qua vSwitch. Khong cé goi tin
ACK truyén lai ndo dudc chuyén dén mdy 40 B*.

B. Ky thudt tdn céng DoS ACK-Storm bdng goi
tin FIN-ACK gid mao

1) Moi truong thuc nghiém: Chung toi sit dung
cung mdt moi trudng vé6i thi nghiém k¥ thuat tan
cong DoS ACK-Storm bang géi tin ACK gia mao
dugc mo ta § trén (trong phan [III-A).

2) Thiee hién tdn céng: Thuc hién tin cong
tuong tu v6i thuc nghiém tin cong tit chdi dich
vu dua trén bao géi tin ACK bing géi tin ACK
gia mao nhu mo ta § trén, nhung cac goéi tin FIN-
ACK giad mao dugc st dung thay vi cac goi tin
ACK gi4 mao. Piéu dé c6 nghia chi can bat thém
bit cd FIN va giif nguyén tit cid cic diéu kién
khi tién hanh thuc nghiém k¥ thuat tin cong DoS
ACK-Storm bing géi tin ACK gia mao trong phan
[11-A

3) Phdn tich: Khi mdi bén cta két néi TCP
nhan dugc cac goi tin FIN-ACK gia mao ti may
tin cong C, cic bén sé phan hdi véi cac goi tin
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ACK truyén lai khong hop 1é va cudc tin cong tit
chdi dich vu dua trén bio géi tin ACK dudc kich
hoat thanh cong, gdy ngung tré dich vu cua toan
bod hé thdng mang.

a) Trén Line A: Ching t6i da bat dudgc
khoang 86,000 géi tin ACK truyén lai trong 60
gidy (khoang 1434 g6i tin mdi gidy) trén Line A
trong khi cudc tn cong tir chdi dich vu dang dién
ra. Két qua nay tuong tu véi két qua trong cac thi
nghiém trudc day cta tdc gia Son [5] nhung s
lugng géi tin it hon do biang thong bd chuyén ddi
Ethernet nhd hon. Tuy nhién, trinh quan ly tac
vu van hién thi bing thong dudc st dung bdi céc
dich vu VMware NAT 1a 0,6Mbps. Két qua nay
16n hon nhiéu so v6i 120 byte (hai géi tin) dudc
glii bdi ké tn cong C. Ching toi tiép tuc thi
nghiém trong 24 gid va n6 van hoat dong. Diéu
nay chiing td ring gia thuyét cta tic gia Son [5]
12 chinh xdc. Két ndi TCP bi ket trong trang thai
CLOSE-WAIT trong khi tién trinh thiét 1ap két
ndi TCP con hoat dong. Vi con biao ACK dudc
kich hoat b&i mot vai goi tin FIN-ACK gia mao ¢6
thé ton tai mai mai, k& tAn cong hoan toan c6 thé
nang cao tin cong DoS 1én thanh tin cong DDoS
(distributed denial-of-service attack) 1én mdy chu
vat Iy B va mdy 4o B*. Néu ké tin cong c6 thé
thyc hién mot cudc tan cong DDoS véi tit ca cic
c6ng c6 san, khoang 65,535 cdng, ké tin cong c
thé tao mot cudc tin cong DDoS véi 94 tricu goi
tin mdi gidy (v6i luu lugng mang 40 Gbps) va
dong thoi gy ra hién tugng “can kiét cong”.

b) Trén Line B: Tuong tu nhu két qua & thuc
nghiém trén, trong thuc nghiém tin cong DoS dua

119



NGHIEN CUU GIAI PHAP TAN CONG MANG AO HOA SU DUNG ACK-STORM VA

PHUONG PHAP PHONG CHONG

trén bao goi tin ACK, chi c¢6 goéi tin FIN-ACK gia
mao dau tién ma ching t6i tao ra tif mdy tin cong
C dugc chuyén tiép dén mdy 4o B* thong qua
vSwicth. Tuy nhién, khong c6 géi tin ACK truyén
lai ndo dugc chuyén dén mdy 4o B*, két qui tuong
tu véi thi nghiém k§y thuat tin cong DoS ACK-
Storm bang g6i tin ACK gid mao dudc dé xuit 1an
dau. Ching toi gia dinh rang vSwitch phan hoi tit
ca cic géi tin ACK dudc truyén lai thay vi mdy
40 B* mién la khong c6 géi tin RST nao dudc
glii gitta mdy khach A va mdy 4o B*. D& ching
minh diéu nay, chiing tdi thif tam ngung hoat dong
("suspend") may 4o B*, cudc thn cong van dién
ra. Chiing t6i tiép tuc thit nghiém thém 4 gio nita
va con bio ACK nay khong c6 du hiéu ding lai.
Khi chung t6i khoi phuc hoat dong ("resume") cho
may 40 B*, khong c6 gi bit thudng xdy ra. Day
c6 thé 1a mot tinh ning cia VMware Workstation,
vSwitch nhdm ngin chiin tit ca cc géi tin khong
hgp 1é vao may 4o bén trong nd. Tuy nhién, switch
40 lai khong c6 kha ning ngin chin, két thic
cudc tin cong DoS ACK-Storm nay, thiéu cac bién
phéap bao mat [29].

IV. BE XUAT THU NGHIEM TAN CONG TU CHOI
DICH VU DUA TREN BAO GOI TIN ACK TREN
DOCKER

A. Ky thudt tdn cong DoS ACK-Storm bdng goi
tin ACK gid mao
1) Moi truong thuc nghiém:

a) Trinh qudn Iy do hdéa: Ching tbi st
dung Docker Desktop v2.2.0.5 v6i Docker Engine
v19.03.8, Docker Compose v1.25.4. Ching tbi
xay dung mot Docker Image mdéi dua vao Image
cd s3 la Ubuntu 18.04 va cai dit Htop| dé theo
doi hoat dong ctia Container. Chung t6i cling st
dung TCPdump d€ theo déi ludng dif liéu mang
va st dung Nginx cho may chu trén Container B*.

b) Cdc mdy vdt ly: May khach A and may
chii vat 1y B c6 cung ciu hinh nhu sau: Window
10 64bit, Chip Inter® Core™ i7-6700 CPU @
3.40GHz, RAM 8GB, B chuyén ddi giao dién
mang Ethernet 100Mbps gin véi PCI-E bus. May
tin cong C st dung Windows 10 c6 cai dit
Python 3.7.3.

c¢) Router: Router dugc st dung dé thiét 1ap
mang LAN. Router st dung trong thuc nghiém
nay la Cisco 800 Series Routers CISCO881-KO9.

Shttps://hisham.hm/htop/
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d) Thu thdp goi tin: Thuc hién tudng tu
nhu cic thi nghiém trén mdi trudng VMware
Workstation, chiing toi bit cdc goi tin trén dudng
truyén gitta chii that B va Bridge - Line A, va trén
duong truyén gitta mdy chii 40 B* va vBridge -
Line B.

2) Thue hién tdn cong: V6i két nbéi TCP dudc
tao bdi trinh duyét Chrome mé két ndi véi Nginx
trén Container B* va thuc hién tudng tu nhu trong
thi nghiém ky thuét tin cong DoS ACK-Storm
bing g6i tin ACK gia mao trén mdi trudng 4o
VMware Workstation. Chiing t6i 1iy géi tin ACK
cudi cung trong két ndi TCP giita may khach A
va Docker Container B* d€ c¢6 dudc s6 xdc nhan
(ACK) va sb thii ty phan doan (SEQ) hop 1¢. Tiép
dén, chiing t6i st dung scapy dé tao mot cip géi
tin ACK gid mao vdi dia chi ngudn va dich tuong
ung v6i may khach A va mdy chu vat ly B. Sau
do, ching toi st dung mdy tin cong C, glii cic
g0i tin nay tdi cdc may dich tuong dng.

3) Phdn tich: Khi cic bén trong két nbi TCP
nay nhan dugc goi tin ACK gia mao, ching gui
lai cdc g6i tin ACK truyén lai khong hop 18, cude
tAn cong tf chdi dich vu dudc kich hoat. Cudc tin
cong nay két thic béi mdy khach A (xem Hinh
sau 1 gidy va “timeout”, qua thdi gian chg, sau
do 30 giay.

a) Trén Line A: Chiing toi bat dugc khoang
550 géi tin ACK truyén lai trong mot gidy trong
khi con bao ACK dang dién ra. 10 gidy sau
do, Container B* gtii g6i tin RST-ACK cho may
khéach A. Két n6i TCP "timeout" sau 30 gidy. Cudc
tin cong khong duy tri lau nhung vin c6 mot
lugng 16n géi tin ACK truyén lai dugc sinh ra
bsi ky thuat tin cong DoS ACK-Storm bing géi
tin ACK gia mao. Diéu nay la do tinh ning cla
Docker hoic ctia Nginx dudc trang bi dé& chéng
cac cude thn cong tir chdi dich vu khi Container
nhan dudc nhiéu géi tin ACK truyén lai véi cuing
s6 ACK/SEQ. Két qua nay khong nhu mong dgi
nhung van chiing minh 16 héng trong TCP, diéu
da duoc tac gia Abramov chi ra trong [3], khi két
nbéi TCP nhan dugc géi tin c6 s6 xac nhan ACK
“chua dugc gui” (not-yet-sent).

b) Trén Line B: Két qua thu dudc tuong
tu nhu trong thuc nghiém ky thuat tin cong
DoS ACK-Storm bang géi tin ACK gia mao trén
VMware Workstation, chi duy nhat géi tin ACK
giad mao dau tién dugc diéu huéng téi Docker
Container B* qua vBridge. Khong c6 gdi tin
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CISCO381-KS
10.10.10.1

. NAT
Line A
_ PAT
vBridge 80 <8080
Line B
[
Bt
172.8.0.2 Docker
Container

10.10.10.2 10.10.10.3
Window 10 Window 10
Server L Host
C
fIEERRRY
10.10.10.5
Attacker

Hinh 4: M hinh tht nghiém trén Docker- Ba mdy tinh vat ly nhu trén dugc két ndi bang Cisco 800
Series Routers CISCO881-K9, mdy tinh C 1 mdy tin cong c6 kha ning nghe 1én va “tiém" cic goi
tin vao két ndi TCP gitta khach A va mdy chd B. Docker Container B* st dung Nginx cho mdy chd

v6i cong cuc bd 1a 80, cong cong cong 1a 8080.

ACK truyén lai nao dudc diéu huéng t6i Docker
Container B*. Diéu nay cho thiy vBridge phan
hdi lai toan bo goi tin ACK truyén lai khong hop
1¢ thay cho Docker Container B*, hoat dong nay
gibng nhu hoat dong ctia vSwitch trén VMware
Workstation.

B. Ky thudt tén cong tir chéi dich vu dua trén bdo
g0i tin ACK bang goi tin FIN-ACK gid mao

1) Moi truong thuc nghiém: Chung toi st dung
mdi trudng thuc nghiém tuong ty nhu thuc nghiém
ky thuat tAn cong DoS ACK-Storm trén Docker
da dugc mo ta & phia trén.

2) Thue hién tdn céong: Ching toi tién hanh
tuong ty nhu thuc nghiém ky thuit tin cong
DoS ACK-Storm bang géi tin ACK gid mao trén
Docker nhung st dung mot cap goi tin FIN-ACK
gia mao thay cho cédp gdi tin ACK gia mao. Cac
diéu kién khic cda thuc nghiém dugc gilf nguyén.

3) Phdn tich: Khi mdi bén nhan dugc cdc goi
tin FIN-ACK gia mao, ching phan hoi véi cac goéi
tin ACK truyén lai khong hop 1é va con bao ACK
bat dau.

a) Trén Line A: Chiing toi bat dudc mot
vai g6i tin ACK truyén lai gitta mdy khach A va
Container B* trudc khi phia Container B* nguing
phan hoi.

b) Trén Line B: Két qui thu dudc tuong tu
v6i thuc nghiém ky thuat tin cong DoS ACK-
Storm bang géi tin ACK gid mao, chi c6 géi
tin ACK gid mao dau tién dudc diéu hudng tSi

Container B* qua vBridge. Khong c6 géi tin ACK
truyén lai nao dugc diéu huéng téi Container B*.

4) Pé xudt gidi phdp tdn cong tic mdy trung
gian C: Ching toi di cd ging thay thé cic géi
tin ACK don gian dé€ tin cong bing cic gdi tin
HTTP. Tuy nhién, ching t6i da nhan dugc két qua
tuong tu nhu muc va muc Do k¥ thuat
tAn cong DoS ACK-Storm bing géi tin FIN-ACK
gia mao [5] duong nhu khong hoat dong véi két
ndi TCP dugc tao bdi céc trinh duyét nhu Chrome
hoic Firefox véi Nginx, ching toi dé xuit mot
phuong phdp tin cong mdi dua trén né: mdy tin
cong C tu tao két ndi TCP gia véi mdy chi B, gli
g6i tin FIN-ACK gia dén may chi B sau khi bat
tay ba budc hoan thanh va lién tuc gti cac goi tin
ACK truyén lai gia c6 cung dinh dang nhu cic
g6i tin ACK truyén lai ctia k¥ thuat tin cong DoS
ACK-Storm bing géi tin ACK gid mao. Mdy chi
B, cu thé 1a vBridge, sé phan hoi lai cdc goi tin
nay va bi ket trong trang thai CLOSE-WAIT. Véi
két ndi TCP don gian, trang thaii CLOSE-WAIT
khong c6 "timeout" [[I11]. Vi vy, ching t6i cho
rang mdy chii B c6 thé bi mic ket trong trang thai
CLOSE-WAIT mai mii (c6 nghia la tin cong tur
chdi dich vu trén moi trudng 4o Docker da thanh
cong). Chi tiét vé phuong phdp tin cong nay sé
dugc mo ta trong muc

C. Ky thudt tdn cong DoS ACK-Storm bdng goi
tin FIN-ACK gid mao va két néi gid

1) Moi truong thuc nghiém: Chung t6i st dung
cling mot moi truong véi thi nghiém ky thuat tn
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P (2) SYN: SEQ =B, ACK = A+1 - _(2) SYN-ACK
X (3) ACK SEQ = A+1, ACK=B+1 _:' (3} ACK n
v v
ESTAELISHED ESTAELISHED
Eve
A (4) FIN-ACK (4) FIN-ACK . (4) ACK .
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) (4) ACK. LEN =0, SEQ = A+1, ACK = B+1
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v
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B 400 Bad request
M (6) FIN, ACK (6) FIN, ACK
M (8) RST, ACK (7) FIN, ACK
COMECTION CLOSED

Hinh 5: Két n6i TCP trong qua trinh thi nghiém trén Docker véi géi tin ACK gid mao

cong DoS ACK-Storm trén Docker dugc mo ta &
trén (xem Hinh [5)) nhung khéng c6 may khach A.

2) Thuc hién tdn céong: Ching tdi st dung
scapy (2.4.3) d€ tao két n6i TCP gia véi Container
B* bing qua trinh bit tay ba budc nhu sau:

o Sit dung scapy tao mot géi tin SYN gia bang
cach thu cong véi dia chi IP dich 1a Container
B*, dia chi IP nguon la mdy tin cong C, sb
x4c nhan ACK 12 0, s6 thi tu phan doan SEQ
la tlly y va glii dén Container B*.

Bit g6i tin phan hdi SYN-ACK tir Container
B* sau do tao goi tin ACK gia duya vao goi
tin SYN-ACK (st dung sb thif tu ACK va sb
thi tu phan doan SEQ).
Gti géi tin ACK gia t6i Container B* va két
ndi TCP dugc thiét 1ap.

Tiép dén, chiing t6i tao mot géi tin FIN-ACK
gia gibng nhu trong thi nghiém truéc d6 va tao
mot g6i tin ACK truyén lai gidng nhu viéc mdy
tAn cong C nhan dugc géi tin FIN-ACK gi tuong
tu nhu Container B*. Sau d6, ching toi tiép tuc
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thuc hién cic budc sau:

o Gui gdi tin FIN-ACK gia t6i Container B*.

o Gtii goi tin ACK truyén lai gia t6i Container

B*.

e Tri hoan 1 giay va thuc hién lai budc 2.

3) Phdn tich: Khi Container B* nhan dudc goi
tin FIN-ACK gi&, né sé chuyén sang trang thai
CLOSE-WAIT va phan hoi véi cic géi tin ACK
truyén lai khong hop I&.

a) Trén Line A: Bét ci khi nao vBridge nhan
dugc g6i tin ACK truyén lai gid tif mdy tin cong
C, n6 sé phan hdi véi cic goi tin ACK truyén lai
khong hop 1&. Trong khi mdy tan cong C duy tri
viéc gtii goi tin ACK truyén lai gia dén Container
B*, thi Container B* bi mic ket & trang théi
CLOSE-WAIT. Nhung cudc tin cong khong kéo
dai qua lau nhu trong thi nghiém ky thut tin cong
DoS ACK-Storm bang géi tin FIN-ACK gia mao
[5]. Sau khoang 10 phut, Container B* gt géi
tin RST d€ dong két ndi TCP. Trong thit nghiém,
ching toi c¢6 bat dudc mot sb goi tin FIN-PSH-
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(5) ACK: SEQ = B+1, ACK = A+1

(6) FIN - ACK

(7) RST - ACK

CLOSE-WAIT

COMECTION CLOSED

Hinh 6: Két ndi TCP trong qué trinh thi nghiém st dung géi tin FIN-ACK gi trén Docker véi cdc

g6i tin ACK truyén lai gid tf mdy tin cong C

ACK nhung khong c6 diu hiéu ctia viéc ngat két
ndi cho dén khi Container B* dot ngdt giii goi tin
RST. Pay c6 thé Ia tinh ning ctia Container B*
khi khong nhan dugc géi tin phan hoi va vBridge
khi nhan dugc qua nhiéu géi tin ACK dudc truyén
lai v6i cuing s6 ACK/SEQ.

b) Trén Line B: Chi cac goi tin hgp 1€ dugc
chuyén dén Container B*, gidng nhu két qua clia
thi nghiém ky thut tin cong DoS ACK-Storm.
Khong c6 g6i tin ACK truyén lai (gid) nao dudc
chuyén dén Container B*. Piéu d6 c6 nghia la
vBridge phin hoi tt ca céc géi tin ACK dugc
truyén lai thay vi Container B* mién 1a khong c6
yéu cau RST nao dugc giii gitta may khach A va
Container B*.

V. THAO LUAN
A. Tinh khd thi
Tir két qua ciia cac thi nghiém trén, ching toi
két luan ring ky thuit tin cong DoS ACK-Storm
1a kha thi v6i cac két ndi TCP co ban trong moi
trudng 4o hoa. Dua trén 16 hong dugc phat hién
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bdi tac gia Abramov [3]] dugc md ta trong RFC
793 [11] va dya trén y tudng phat trién phuong
phép tin cong bing géi tin FIN-ACK cia tic gia
Son [5], mdy tin cong c6 thé thyc hién cudc tin
cong bang cach tao két ndi gia va gii cac géi tin
gibng nhu két ndi TCP binh thuong dang bi tin
cong tir chdi dich vu dua trén bio géi tin ACK
bing géi tin FIN-ACK gia mao.

Trong cac thi nghiém cta chung t6i, ky thut
tAn cong nay 1a kha thi ngay c véi cac moi trudng
40 hoa nhu Docker st dung Nginx cho mdy chu.
Tuy nhién, trong cAu hinh mic dinh ctia Nginx,
mdi trang thdi cta két ndi c6 cai dit thoi gian
"timeout" nén phuong phdp tin cong st dung géi
tin ACK bi chin va nguy co bi ké tin cong tin
cong bing géi tin FIN-ACK ciing bi han ché. Tuy
nhién, ké tn cong C c6 thé sit dung mdt doan ma
python don gian véi thu vién scapy dé€ tao nhiéu
két ndi dén mdy chi trén Docker Container st
dung Nginx d€ chiém cdng trong vong 10 phiit
va c6 thé giy ra su cd, dudc goi 1a “can kiét
cong", véi vBridge khi két hop v6i mang botnet.
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Thai gian, tuy chi khoang 10 phit, khong qua dai,
nhung thiét hai cho cac doanh nghiép sé khong
nhé mic du chi phi thuc hién cudc tn cong khong
qué cao. V6i ky thuat tin cong ndy, ké tin cong
khong can kha ning nghe 1én két n6i TCP nhung
van c6 thé chiém cong.

B. Gidi phdp phong chéng

Nhu chiing t6i da dé cap & trén, trong phan m
va phan vSwitch (hodc vBridge) phan hoi
(hodc bd qua) cac gbi tin khong hgp 1€ thay may
chi 40 (hoidc Container) va chi diéu huéng géi
tin hop 1& dén mdy chii 40. D€ dat dudc diéu nay,
hé thdng cin c6 mdt module gidm sit cac géi tin
trudc vSwitch (hodc vBridge) d€ xac dinh goi tin
khong hgp 1€ hay khong. G6i tin khdng hop 1€, gbi
tin gia mao la nhitng goi tin trung ACK number,
trung SEQ number, trung trang thai FIN-ACK dé
bat ché do6 CLOSE-WAIT ctia mdy chii 40. Bo
giam sat nay chi truyén géi tin hop 1& dén may
chli 40 d&€ mdy chii 4o xi Iy va phan hdi dén may
khach hgp 1&. Do d6, may chi 4o sé khong nhan
dudc gbi tin nao tif may khach trong sudt cudc tan
cong tir chdi dich vu dua trén bio géi tin ACK.

D& phong chbng ky thuat tAn cong nay c6 thé st
dung mot bd dém thai gian chay trén mot lué)ng
khic bén canh vSwitch (hodc vBridge) dé dém
thoi gian khong phan hdi tif may khich va déng
két n6i d6 khi “timeout". C6 nghia 12 bo dém thdi
gian s& xdc dinh thoi gian can thiét d€ may chi
ao thodat khoi trang thai CLOSE-WAIT ma khong
duy tri mii mai trang thdi ndy, tr d6 hé thong
dich vu sé khong bi ngung tré khi nhan dudc goi
tin giad mao ngit két nbi tir ké tAn cong nodi bo.

Ngoai ra, giai phdp tiép theo 1a tao bo kiém tra
g6i tin c6 ACK tring lip d€ dém sb lugng géi tin
ACK dugc truyén lai trung lip tai vSwitch (hoic
vBridge), khi sb lugng dat dén ngudng téi da ma
dudc cai dit sin tai vSwitch (hodc vBridge), bd
dém sé& tao g6i tin RST-ACK dé€ buoc diing hoan
toan két ndi. Gidi phap nay hoan toan c6 thé thuc
hién dugc bdi qua trinh phan tich cac goéi tin khi
duge gii dén vSwitch (hodc vBridge) déu thuc
hién dugc mot cach dé dang trude khi géi tin dudgc
chuyén dén xit 1y tai mdy chii d0. Tir d6, han ché
dugc toi da viéc gid mao ctia ké thn cong vao mdy
chii 40 thong qua cdc co ché giao tiép don gin
ciia cdc may VM hién nay.
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C. Vin dé dao diic

Trong thuc nghiém tin cong trén mdy 4o va
Docker, ching t6i da ngat két n6i Internet khi tién
hanh cac thi nghi€ém va chi tht nghiém cac ky
thuat tin coéng vdi cdc may tinh trong phong thi
nghiém trong qua trinh nay. Cac mady tinh nay chi
két ndi v6i nhau trong qud trinh thi nghiém va
khong két nbi véi mang cuc bd clia trusng dai hoc
cua ching t6i. Do d6, cac thi nghiém cua ching
toi hoan toan vo hai véi Internet.

VI. KET LUAN

Péi v6i cac phan mém phd bién dugc xay dung
bdi cac bén chuyén nghiép, chang han nhu Nginx,
k¥ thuat tin cong nay rat khé thuc hién. Tuy nhién,
y nghia ctia n6 d6i v6i hé thong may chi 4o van
rit rd nét vi mot khi né dudc thuc hién thanh
cong, n6 gy anh hudng nhiéu téi mdy chi ao. Bai
bdo nay nhin manh viéc cAn quan tim diing dan
vao xi ly cdc 16 hong vé "timeout" véi trang thai
CLOSE-WAIT trong két ni TCP khi xay dung va
phét trién phan mém méi c6 st dung két nbi TCP.
L5 hdng nay c6 thé din dén mot cudc tin cong
tit chdi dich vu dua trén bdo géi tin ACK khong
gi6i han vé thai gian c6 thé gy hai cho mdy chu.
Cubi cung, TCP van 1a mot giao thic quan trong
va dudc st dung trong nhiéu phan mém tng dung,
né da dudc xay dung tlit lau nén chic chan sé c6
16 hdng, vi vay viéc tim ra céc 16 hong va nghién
cttu k¥ cac 16 hdng nham tim ra cac bién phap
dé€ ngin chin va khic phuc cic 16 hdng nay la
cong viéc can thiét ctia tit cd cdc chuyén gia bio
dam an toan thong tin. Trong bai bao nay, ching
toi da tap trung vao nghién cdu va phéan tich sau
sac cac mo hinh tin cong tit chdi dich vu dua
trén bao gobi tin ACK cua tac gia Abramov [3]] va
tac gia Son [5]] cling nhu dé xuit mot phién ban
tAn cong mdi d€ chiém cdc c6ng mang clia mdy
chu 4o. Trong tuong lai, ching t6i sé tip trung
nghién ciu cic hé théng mdy chii 4o héa khic
nhu Hyper-V, Oracle, v.v ... v6i cac loai tin cong
ndy ciing nhu dé xut cdc bién phdp tin cong méi
va céc bién phdp dbi phé hiéu qua nhdm han ché
céc rii ro tAn cong mang cho cic ting dung thuc
té.
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NGHIEN CUU GIAI PHAP TAN CONG MANG AO HOA SU DUNG ACK-STORM VA

PHUONG PHAP PHONG CHONG

PROPOSE TO PERFORM NETWORK AT-
TACK ON VIRTUAL NETWORK USING ACK-
STORM AND DEFENSE SOLUTION CONSID-
ERING

Tom tit—Recently, the server virtualization (hyper-
visor) market is growing up fast because server
virtualization has many benefits. More and more
businesses use hypervisors as an alternative solution
to a physical server. However, hypervisors are more
vulnerable than traditional servers according to
recent researches. Therefore, stand on the position
of a system administrator, it’s necessary to prepare
for the worst circumstances, understand clearly,
and research for new threats that can break down
the virtual system. In this paper, we attempt to
perform TCP ACK storm based DoS (Denial of
Service) attack on virtual and Docker networks and
propose some solutions to prevent them.

Tie khoa—DoS, Hypervisor, TCP, ACK storm,
Virtual network, Docker network.
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