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Tém tit— Trong hai thap ky gan day, su gia ting kich
thudc cia mang Internet di khién cong tac quan 1y va van
hanh mang tré nén phirc tap hon déi véi cac k¥ su quan tri
mang. Dé giai quyét nhitng vin dé nay, mang diéu khién
bang phan mém (Software-Defined Networking — SDN) da
duogc phat trién. Tuy nhién, kién trac SDN ban dau chi sir
dung mot bo diéu khién duy nhat, din den kh¢ khan trong
viéc kiém soat toan bd mang va dinh tuyén giita cdc mién
SDN khi kich thudc mang ting 1én. Vi véy, bai bao nay dé
xuit mot giai phap dinh tuyén lién mién phan tan, trong d6
mdi mién SDN duoc quan 1y boi mot b diéu khién riéng
biét, va cac bo diéu khién cua timg mién sé trao d6i thong
tin truc tiép véi nhau thong qua giao thirc Westbound va
Eastbound dé chia sé cau triic mang (topology) va thong tin
QoS. Giai phap nay cting bao gom mdt co ché dinh tuyén
lién mién SDN duya trén topology toan cuc va théng tin
QoS, hd trg viéc tim duong di ngan nhat cho cac gobi tin
trong ndi bd mdi mién va giira cac mién.

Tir khéa— SDN; SDN controller; dinh tuyén lién mién;
QoS

l. GIOITHIEU

V6i su tién bo nhanh chong cua cong nghé thong tin,
Internet da trd thanh mot nén tang quan trong cho viée trao
d6i thong tin nhanh chong va dé dang. Thyc té, trong hai
thap ky qua, mang Intemet toan cau da dap ung duoc nhu
cau ngay cang tang vé luu lugng truy cap va sy giam sat
chit ch@ tir cac t6 chirc va ngudi tiéu ding. Tuy nhién, s
gia tang cua kich thudc mang Internet di dan dén su ting
cuong vé s lugng thiét bj phan ctng nhu switch va router,
tao ra thach thirc dbi voi quan 1y va van hanh mang. bé giai
quyet nhiing thach thic nay, mang didu khién boi phan
mém (SDN) [1,2] da duogc phat trién.

SDN 1a mét cach tiép can méi trong mang may tinh, noi
mdt bo diéu khién phan mém hodc API ma ngudn mé, nhu
OpenStack [3] hodc Cloudstack [4], duoc sir dung dé diéu
khién viéc truyén dir liéu trong mang thay vi dya vao thiét
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bi phan cimg nhu switch va router [5]. Tuy nhién, khi mang
SDN trd nén phirc tap hon voi nhidu mién (Domaln) mot
b didu khién khong du dé klem soat toan bd cac mlen va
viéc dinh tuyén giita cac mién tro thanh mot van dé can giai
quyét.

Céc giai phap trude day da dwoc dé xuit dé giai quyét
van dé dinh tuyén lién mién trong mang SDN. Trong s6 do,
phuong phap phan cip, noi mot bo diéu khién trung tam
phdi hop véi cac b didu khién ciia mdi mién, da dugc sir
dung rong rii [6]. Tuy nhién, phuong phap nay gip han ché
trong viéc mé rong mang va do tin cay khi b diéu khién
trung tAm gap su cb.

Chinh vi vay, bai bdo nay dé xuit mot giai phap dinh
tuyén lién mién phan tan méi, noi mdi mién SDN duoc
diéu khién boi mot bo diéu khién riéng va cac bo diéu khién
trao ddi thong tin truc tiép voi nhau thong qua cac giao thire
Westbound va Eastbound. Giai phap nay khéng chi giai
quyét cac han ché cuia cac giai phap trudc day, ma con tdi
wu héa hiéu suit mang va dam bao do tin cay cao hon trong
mdi truong lién mién.

Phan II cua bai bao s& dénh gia tong quan cac giai phap
hd trg dinh tuyén lién mién hién c6 trong mang SDN. Phan
I1T mb ta trién khai giai phap dé xuit cho dinh tuyén lién
mién trong mang SDN. Cudi cing, phan két luan cua bai
bao dwogc dé cap trong phan IV.

Il. TONG QUAN CAC GIAI PHAP HO TRQ PINH
TUYEN LIEN MIEN HIEN CO TRONG MANG SDN

Trong mot mang quy md I1én véi nhidu mién SDN
(Hinh 1), muc tiéu cua dinh tuyén lién mién 1a xac dinh
dudng di ngin nhét cho goi tin tir mot may chu (host) thude
mién SDN nay sang mot may chii thuéc mién SDN khac.

Trong thiét ké ban dau cua SDN (Hinh 2), toan by mang
SDN chi sir dung mot bo diéu khién duy nhét dé didu khién
tat ca cac OpenFlow switch bén dudi. Trong qua trinh hoat
dong cua mang SDN, cac OpenFlow switch sé thuong
xuyén giri cac sy kién 1én bo diéu khién, giup bo diéu khién
nam bat dugc cac dudng truyén dit liéu bén dudi ciing nhu
viéc chuyén tiép géi tin ctia toan bd mang. Tuy nhién, khi
) luong switch tang 1én, $6 luong su kién dugc giri 1én bd
diéu khién ciing ting dang ké, dan dén viéc bo diéu khién
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Controller dé bi qu4 tai va 1am giam kha ning mé& rong cuia
mang.

Co nhiéu giai phép da duoc dé xuét dé giai quyét vin dé
ndy, moi g1a1 phap déu c6 nhung vu diém va han ché riéng.
Trong phan nay, chiing t6i s& tong quan mot sb giai phap
tiéu biéu.

Trud6ce khi di sdu vao chi tiét timg giai phap, chiing t6i s&
gidi thiéu mot danh gia téng quét ctia cac giai phap nhu
Sau.

Giai phap HyperFlow [7], tap trung vao viéc toi uu hoa
qua trinh chuyén mach. Mic du giai phap nay dem lai hi¢u
qua trong viéc cai thién hiéu suat mang, n6 khong dé cap
dén van dé quan 1y hiéu suit mang trong méi truong lién
mién.

Giai phap WheelFS [8], giai quyét vin dé trén bang cach
sir dung mot cu triic mang phan tan. Tuy nhién, giai phap
nay chua t6i wu hoa higu suat mang.

Giai phap Root Controller [9], ¢b ging g1a1 quyét ca hai
véan dé trén nhung phu thudc nhidu vao cdu trac ha tang
mang hién co.
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Hinh 2. Kién triic ciia mang SDN ban dau
Phan tich cac gidi phap hién co
Dé giam tai cho tang Control Plane trong boi canh 50
luong thiét bi ting 1&€n, can cé mdt phuong phap dé xu ly
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cac su kién duoc gui tir switch 1én bd diéu khién. Cac tac
gia Soheil Hassas Yeganeh va Yashar Ganjali [6] da thiét
ké va tao ra m6t Control Plane phan tan cé tén 1a Kandoo
[6] dé giai quyét vain dé nay Kandoo bao gdm cac bo diéu
khién duoc chia thanh hai cip do: Local Controller va Root
Controller.

Local Controller s€ thyc thi cac chuong trinh & muc cuc
b va truc tiép diéu khién cac OpenFlow switch ciing nhu
xu ly céac su kién duogc gui tir chiing. Cac Local Controller
khong két ndi tryc tiép v6i nhau, va chiing chi nim quyén
kiém soét cac switch ma chung quan Iy. Root Controller s€
thuc thi chuong trinh dé diéu khién toan bo mang (Hinh 3)

Cac Local Controller co thé diéu khién mot hodc nhleu
OpenFlow switch. Khi s6 lugng switch ting 1én, chi can
tang s6 lugng Local Controller, va ching s& xir Iy cac su
kién tir cac switch thay cho Root Controller, gitp giam tai
cong viéc cho Root Controller.

Trong Kandoo, cac Controller c6 vai tro twong tu nhu
OpenFlow Controller thdng thuong, nhung chiung dugec mo
rong dé xac dinh cac yéu cau tir cac chuong trinh. Khi Root
Controller can cai dat cac ludng méi 1én cac OpenFlow
switch, n6 s& ty quyén cho Local Controller dé thuc hién
cong viéc nay.

Céc chuong trinh diéu khién hoat dong bang cach st
dung céc triru twong dwoc cung cap boi Controller, va
ching khong can biét vé kién triic bén trong ctia Kandoo
(Hinh 4). Thyc chét, cac chuong trinh diéu khién nay
(Controller) 1a chwong trinh OpenFlow va chiing c6 thé gui
tin nhén OpenFlow ciing nhu ling nghe cac sy kién. Ngoai
ra, chiing con c6 kha nang tao ra cc sy kién ndi bd trong
mang cho cac chuong trinh khac. Cac chuong trinh nay
cling c6 thé giri va nhan su kién tir cac chuong trinh khac
trong mang.

Nho thiét ké nay, Kandoo gitip giam tai cho tang Control
Plane va ting kha ning mo rong ctia mang SDN, dong thoi
duy tri tinh linh hoat va kha nang diéu khién ciia OpenFlow
Controller thong thudng.

Du giai phap Kandoo da gitp giam tai cho Root
Controller va ting kha nang mo rong ctia mang SDN,
nhung van tdn tai mot vain dé khi Root Controller gap truc
tric s& anh huong dén toan bo mang. Dé giai quyét van dé
nay, Amin Tootoonchian di dé& xuit HyperFlow, mot
Control Plane phan tan duwgc st dung véi giao thirc
OpenFlow, cho phép cic k¥ su quan tri mang trién khai
nhiéu Controller trong mang cta ho [7].

Trong HyperFlow, tt ca cac Controller chia sé thong tin
v6i nhau dé nam bat dugc topology ciia toan by mang. Mdi
Controller s& diéu khién cac OpenFlow switch do n6 quan
ly, giup giam thiéu thoi gian thiét 1ap ludng dir liéu trén
mdi switch. Cac tmg dung chay trén HyperFlow Controller
chiu trach nhiém déng b6 hoa kién tric mang toan cuc cta
cac Controller, va cac Controller s& giao tiép voi nhau
thong qua hé thong pub/sub tin nhin.

Mang SDN sir dung HyperFlow bao géom céc thanh
phan: OpenFlow Switch, NOX Controller chay cac chuong
trinh HyperFlow, va mot hé thong pub/sub su kién dé cac
Controller giao tiép v&i nhau. Mdi switch s& két nbi dén
Controller gén no nhét, va khi m¢t Controller gép 18, cac
switch do n6 diéu khién s& duoc céu hinh lai dé két ndi véi
Controller hoat dong gan do.

TAP CHI KHOA HQC CONG NGHE THONG TIN VA TRUYEN THONG 4
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Hinh 4. Kién tric chi tiét ciia Kandoo [6]

Nho giai phap HyperFlow, mang SDN khong chi giam
tai cho Controller ma con ting d6 6n dinh, giam do tré va
tang kha nang mo rong khi quy mo mang tang 1én.
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Hinh 5. Kién tric ciia HyperFlow [7]

Trong hé thong HyperFlow, dé cac Controller biét dwoc
topology cua toan by mang, cac chuong trinh HyperFlow
trén mdi Controller giri cac sy kién thong bao vé sy thay
dbi trang thai cia mang 1én hé thong pub/sub (Hinh 5). Cac
Controller khac sau d6 tra 16i cac sy kién d6 dé xy dung
lai trang thai mang mai. Hé thdng pub/sub luu trit cac sy
kién dugc cac Controller Publish 1én va phai dugc luu trir
theo dung tht ty publish.

Controller cia mdi site phai cap nhat thong tin tir cac
Controller ké can dé tranh tic nghén két ndi giira cac site.
Hé théng pub/sub duogc cai dit bang WheelFS [8], mot hé
thdng tép phan tan duoc thiét ké dé cung cap kha ning luu
trir trén dién rong linh hoat cho cac ng dung phén tan.

Mbi Controller s& subscribe 3 kénh trong hé théng
pub/sub, bao gdm kénh dit liéu, kénh diéu khién va kénh
riéng cia n6. TAt ca cac Controller trong mang dwoc cap
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quyén dé publish vao tit ca cac kénh va subscribe 3 kénh
trén. Cac chuong trinh HyperFlow s& publish cac sy kién
ung dung va mang cuc bd da chon 1én kénh dir li¢u. Cac sy
kién va 1énh OpenFlow nhdm muc tiéu dén mot Controller
cu thé dugc publish dén kénh twong tmg cua Controller dé.

M&i Controller trong HyperFlow phdi thong béo dinh ky
tinh trang ctia n6 1én kénh diéu khién dé cac Controller
khéc biét. Trong truong hop mot Controller gip sy cd, cac
Controller khac ciing s& sém biét duoc va c6 thé thuc hién
cac bién phap khic phuc hodc diéu chinh mang dé dam bao
hoat dong 6n dinh ciia toan bo hé thong.

Khi mang dugc phan ving, WheelFS trén mdi phan
ving tiép tuc hoat dong doc lap. Controller trén mdi phan
vung khong con nhan dugc thdng bao tir cac Controller cua
cac phan ving khac va cho ring chung da bi 156i. Khi cac
phan ving két nbi lai, cic nat WheelFS trong ca hai phan
vung s€ déng bo hoéa lai. Do d@6, Controller nhan duoc
thong béo vé tat ca cac sy kién xay ra trong phan ving khac
trong khi chiing da bi ngat két ndi, va tit ca cac Controller
s& biét dugc topology ciia toan bo mang.

Tuy nhién, giai phap ndy van c6 nhuoc diém 1a kha ning
md rong bi han ché. Khi mang co nhiéu mién vé6i nhiéu
Controller, sb luwong su kién dugc publish vao hé théng
pub/sub rat 16n, d& 1am cho hé théng pub/sub bi qua tai.

Mot kién trac quan ly lién mién phén tan méi, mé rong,
cho phép SDN Controller véi cac chirc ning da mién dé
dinh tuyén lién mién va dua ra cac quyét dinh quan Iy ludng
ma khéng can sy iy quyén ctua Root Controller, da duoc
dé xuét trong [9]. Trong giai phap nay, s& c6 nhiéu mién
SDN, mdi mién s& c6 it nhat mot Controller va nhiéu switch
duoc két ndi voi nhau dé tao thanh téng data plane. Mot
switch két ndi dén switch & mién SDN khac duge goi la
switch bién. Mot switch thudc mot mién SDN va chi két
ndi dén céac switch thude mién d6 duoc goi 1a cac switch
ndi bo.

Kién tric nay gitp giai quyét vin dé mo rong ciia mang
SDN, giam thiéu do tré, va ting kha niang chiu dung 13i.
Tuy nhién, dé dam bao hiéu qua cao va 6n dinh trong viéc
trién khai, cac k¥ sw mang can xem xét va lya chon phuong
an toi uu cho hé thdng cuia ho, ciing nhu tiép tuc nghién
ctru va d6i méi dé dap ing nhu ciu khong ngimg phit trién
cua cong nghé mang hién dai.

Controller A Controller B

Hinh 6. Kién triic SDN nhiéu mién phan tan [9]

O Hinh 6, Mién SDN A bao gém cac switch ndi bo 1a
F1, F2, F3 va switch bién 1a GF1. Mién SDN B bao gébm
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cac switch noi bo 1a F6, F7, F8 va cac switch bién 1a GF2
va GF3. Cic duong dan GF1 — GF2 va GF1 - GF3 la cac
duodng dan lién mién, cac duong din F1 — F2 hoic F7 — F8
1a dwong dén ndi mién. 2 Controller ciia 2 mién A va B s&
két ndi v&i nhau dé trao doi thong tin [12].

Cac Controller phai chia sé cac thong tin quan trong cho
nhau nhu thong tin vé topology, thong tin dinh tuyén nén
mang ket noi gitra cac Controller pha1 ¢6 tinh bao mét cao
va tinh sin sang cao gidng mang truyén théng. Trong giai
phap nay, Mdi SDN Controller s& chia sé v6i nhau thong
tin tom tat ctia topology ma né quan ly, @& Mdi Controller
biét dugc topology khai quat ciia toan by mang, cac switch
bién chi biét cac switch bién thuge mién SDN khac ma no
két nbi dén [9].

Céc Controller khong nhét thiét phai biét topology chi
tiét cia cac mién khac, ma ching chi can chia s¢ thong tin
topology tom tit d& mdi Controller biét topology toan cuc
khéi quat va cac switch bién mdi mién dé c¢6 thé dinh tuyén
lién mién. Ngoai ra cac Controller con cin phai biét thém
thong tin vé kha nang dich vu cia cac mién khac doc theo
cac duong di cua luong dich vu duoc kich hoat.

Pé cac Controller ¢6 thé chia s¢ cho nhau thong tin vé
cac topology tom tat trong d6 co thong tin vé cac dudng
dan di qua mién ma nd quén Iy thi mdi Controller phai dwoc
trang bi chiic ning da mién cu thé, ¢ thé duge trién khai
bén trong SDN Controller hoac 1a cac ung dung bén ngoai.
Céc Controller phai duy tri co s¢ dir liéu tai nguyén mang
toan cuc dé nim bit topology toan cuc va thong tin ludng
hoat dong. Controller vdi chuc nang da mién pha1 duy tri
ba co so dit liu la co so dir l1eu chtra thong tin vé topology
do no quéan 1y va thong tin vé dich vu cu thé lién quan dén
mién riéng cua Controller ( DIB ) [9]. Co s dit liéu thir hai
(GNIB) [9] chira thong tin méi nhat vé topology ciia toan
bd mang va cac thong tin vé dich vu duge thu thap tur cac
Controller khac. DIB va GNIB 1a 2 co sé dit liéu quan trong
chira thong tin can thiét dé dinh tuyén lién mién SDN. Co
so dir liéu thir 3 1a (ASFIB) [9] , 14 noi chira thong tin vé
tat ca cac duong di dang hoat dong ma goi tin bén ngoai c6
thé di qua clia mién do.
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Topology
Resource Reservation ; u
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Flow Resource
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——
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Hinh 7. SDN Controller véi chirc ning da mién [9]

Topology Summarizer 1a module xac dinh topology tom
tat ciia mién SDN ma Controller d6 dang quan ly dé chia
s¢ thong tin do6 véi Controller khac. Topology
Communicator 13 module nhan vé& va xu ly thong tin
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topology tom tit tir mién SDN khéc va sau d6 goi két qua
cho GNIB. Flow Path Constructor 1a module st dung thuat
toan dé tinh toan duong di tdi wu nhat lién mién, module
nay phai dugc cung cip thong tin QoS trude khi tinh dudng
di toi wu nhat dé dinh tuyén lién mién. Flow Tracker la
module theo ddi duong di trong mién SDN dé dam bao
duodng di d6 sin sang cho viéc dinh tuyén lién mién, no s&
danh gia chat luong ciia cac dudng di ndi mién. Resource
Reservation 1a module dam béo bang thong cho dudng di
t8i uu duoc tinh toan bai Flow Path Constructor, viéc dam
bao bang thong phai dugc thuc hién trén cac Controller cua
cac mién ma duong di ngan nhat di qua str dung giao thirc
RSVP.

Nhu vay, viéc phéan tdn Control Plane trong mang
SDN di duogc thuc hién dé giam tai cho Controller va tang
kha ning mo rong. Cu thé: Giai phap Kandoo st dung 2
cép do Controller dé giam tai cho Root Controller va ting
kha ning mo rong. Tuy nhién né van bi han ché vé kha
nang mé rong khi quy mé mang lon. HyperFlow st dung
nhiéu Controller thay thé nhau diéu khién mang. Cac
Controller giao tiép v6i nhau théng qua hé thong pub/sub
dé biét topology ctia mang. N6 gitp ting d6 on dinh, giam
d6 tré va mé rong mang. Ngoai ra, Kién trac SDN nhiéu
mién phén tian dwoc d& xudt. M&i mién co it nhat 1
Controller va nhiéu switch. Cac Controller két ndi véi nhau
va trao ddi théng tin topology tom tit cia mién. Hon nita,
SDN Controller dugc trang bi cac chirc ning da mién dé
dinh tuyén lién mién. N6 o cac co s¢ dit liéu vé topology
cia mién ciing nhu kha ning dich vu. Tém lai, sau khi
nghién ciru cac giai phap hd tro dinh tuyén lién mién hién
c6 trong mang SDN da cho thiy phén tan Control Plane va
sir dung nhiéu Controller trong mang SDN gitp giam tai
cho riéng mét Controller, ting mé rong va do 6n dinh cho
toan by mang.

ll. GIAI PHAP BE XUAT CHO DINH TUYEN LIEN
MIEN TRONG SDN

A. Thiét ké giai phdp dinh tuyén lién mién trong mang
SDN

Bai bao d& xuét giai phap trong d6 cac Controller cia
mdi mién sé trao ddi thong tin truc tiép v6i nhau dé chia sé
thong tin topology va QoS ma khong can thong qua Root
Controller. Viéc dinh tuyén s& bao gébm 2 cép do 1a dinh
tuyén ndi mién SDN va dinh tuyén lién mién SDN. Pinh
tuyen lién mién s& dwoc thyc hién bang cach cai dat nguyen
tac chuyén tiép goi tin theo dia chi IP g1u'a cac m1en dua
trén topology cua toan bd mang. Dinh tuyén ndi mién s&
duoc thuc hién boi Controller cia mién SDN do.

Giai phap d¢ xuat s& bao gom 3 phan 14 :

- Xac dinh Topology cua toan by mang. Viéc xac dinh
Topology s& bao gdm 2 phan 1a xac dinh Topology ndi bo
moi mién SDN va xac dinh Topology toan cuc lién mién
SDN. Mi mién SDN la mét subnet v6i khong gian dia chi
IP duy nhit.

- Tinh duong di ngan nhat lién mién. Giai phap s& tinh
duodng di ngin nhét tir may chi & mién SDN nay dén may
chu ¢ mién SDN khic.

TAP CHI KHOA HQC CONG NGHE THONG TIN VA TRUYEN THONG 6
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- Cai dat két qua tinh duong di ngén nhit. Controller s&
cai dat ket qua tinh dudng di ngan nhat 1én cic switch nam
trén duong di ngan nhat do.
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Start

In J Jall ation

Local Domain Level

Packet in Event

Discovery in
Local Demain
1
Discovery in
Demain Level
Path Computing
JL in Lecal Domain
Inter-Domain Level N . L
Path Computing

in Domain Level
Path Selection

JL in Local Domain
S T

in Dosain Level .
Installation in
— Local Demain
Flow
Installation in

the Related
Border Switches

Hinh 8. Tong quan vé cdc buée trong gidi phdp dinh
tuyen lién mien SDN

B. Xdc dinh Topology cia toan bo mang

Controller ciia mbi mién SDN sé& biét dugc thong tin chi
tiét vé Topology clia mién ma noé quan ly. Nhu trong
hinh 9, mdi Controller c¢6 thé 1dy dugc thong tin Topology
ndi mién bang cach dung giao thire LLDP. Tuy nhién, cac
Controller khong thé nhan ra duong dan két ndi gitra cac
mién, vi vy cac Controller phai két ndi véi nhau dé trao
dbi thong tin Topology ctia mién SDN ma ching quan 1y.

[{e ] |

/ N\

~ ~
L&
@ v\ll\
| e
) [}
Lo L) Damain 2

Hinh 9. Topology lién mién

Cac mién, switch, host trong mang s€ dugc md ta nhu
sau:

- Mién tht i trong mang s€ dugc ky hiéu 1a Dj, mang
toan cuc s€ bao gém tap cac mién Dy, D2, Ds,..., Dj,..., Dn

- Sipla switch n trong mién Dj, Si la tap tAt ca cdc switch
trong mién D;.
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- Hin 14 host n trong mién Dj

- Pila céng i cua switch hodc host

- Lilatap tat ca cac duorng dan cua mién D;, duong dan
tir cong p cia Sin dén cong q cua Sjm duogc ky hiéu 1a
[Sin: Pp, S,m Pgl. Néu i = j thi duong din trén 1a duong
dan noi m1en Dj, nguoc lai thi dudng dan trén la duong dan
lién mién i va j trong d6 Sin1a switch ngudn va Sjm 12
switch dich

- Puodng dan giira cong p cua switch Sin va cong q cta
host Him trong mién Dj duoc ky hiéu 14 [Sin : Pp, Him : Pg]

Néu mién i c6 duong dan [Sin : Pp, Sjm : Pg] va mién j

cling ¢6 duong dan tuong ing 12 [Sjm : P, Sin 2 Pyl , thi 2
mien do két ndi vai nhau Trong giai phap nay, duong dan
két ndi giita cac mién s& duge Controller hoc thong qua
giao thirc BGP. Sau khi biét dugc duong dan két nbi giita
cac mién, cac Controller s& biét dugc Topology cua toan
bd mang & cip dd mién (Hinh 10).

SELE S

Hinh 10. Topology toan cuc chi tiét (bén trai) va
Topology ¢ cdp dé mién (bén phai)

Thuat toan sau day s€ dugc cai dat trén Controller cua
mdi mién dé xac dinh Topology toan cuc & cip do mién
1: Call the northbound API of current local domain Dy to
get the local topology
2: Add all local switches into the local switches set S, and
add all nodes and links Lk into local domain topology
graph G
3: for Dj in Domains do
4: if Djis not D then
5. Acquire the topology information (S; and link set L)
of the domain D; by west/east protocol
6: Add Dj into domain level topology graph
domainGraph as a node
7. if Sin not in =Sk then

8: add S, into the peer switches list — peerSwL.ist
9: add the links connected to S;, into external
links — externalLinkList

10:  endif

11: end if

12: end for

13: for S in peerSwList do

14: for Dy in Domains do

15: if 3[Sk,m, Sin] € externalLinkList and peer
Domain Dj's Link [Sin, Skm] € Li then

16: identify Si,n, Sk,m and as border Switches
and link [Sin, Skm] as an external link

17: record the port number of the two border
switches

18: add a link[D;, D] into domainGraph

19: end if

20: end for

7
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21: end for
22: for Dj in Domains do
23:  for Djin Domains, j>=i+1 do

24: if Di is not Dk and D; is not Dy then

25: if at 3 [Sin, Sjm] € Li and 3 [Sjm, Sin] € L;
then

26: add link[D;j, Dj] into domainGraph

27: end if

28: end if

29: end for

30: end for

- -
i
c

\/

v_I

Hinh 11. Topology chi tiét toan cuc

Gia st gio ta co Topology cua toan by mang nhu
hinh 11, trong do:
Mién Dy
- Tap cac switch 1a Sy : {s11, s12, s13}
- Tap cac host1a Hi: {h11, h12, h13, h14}
- Tap cac duong dan 1a Ly : {[s11:1, s13:2],
[s11:2,s12:2], [s11:3, h14:1], [s11:4, h11:1],
[s12:1, s13:1], [s12:3, h11:1],[s13:3, h13:1],
[s13:3, h13:2], [s13:4, s41:4], [s13:5, s21:4]}

Mién D;:

- Téap cac switch Sy {s21, s22, 523}

- Tap cac host Hp : { h21, h22, h23}

- Tap cac duong dan L, : {[s21:1, h21:1], [s21:2,
§23:2], [s21:3, s22:2], [s21:4, s13:5], [s22:1,
h22:1], [s22:2, s21:3], [s22:3, s23:3],[s22:4,
§32:4], [s23:1, h23:1], [s23:2, s21:2] , [523:3,
s22:3]}

Mién Dj:

- Téap cac switch S3: { s31, s32, 33}

- Téap cac host Hz: { h31, h32, h33, h34}

- Tap cac duong dan Ls: {[s31:1, h31:1], [s31:2,
h34:1], [s31:3, s32:2], [s31:4, s33:1], [s31:5,
s43:4], [s32:1, h32:1],[s32:3, s33:2], [s32:4,
§22:4], [s33:3, h33:1] }

Mién Dy

SO 02 (CS.01) 2023

- Tap cac switch Sa: { 541, 542, s43}

- Tap cac host Ha: { h41, h42, h43}

- Tap cac dudng dan L, : {[s41:1, s43:1], [s41:2,
s42:1], [s41:3, h41:1], [s41:4, s13:4], [s42:2,
s43:2], [s42:3, h42:1],[s43:3, h43:1], [s43:4,
s31:5]}

Controller D; sé tién hanh kiém tra tap duong dan L; va
tap switch Sy, sau d6 Controller D; s& biét dugc 2 dudng
dan [s13:4, s41:4] va [s13:5, s21:4] s& din dén mién SDN
khac. Sau dé, Controller D; s& trao doi thong tin Topology
v6i cac Controller khac va nhéan thong tin Topology tir
ching.

T mién 2 : [s21:4, s13:5], [s22:4, s32:4]
T mién 3 : [s31:5, s43:4], [s32:4, s22:4]
Tir mién 4 : [s41:4, s13:4], [s43:4, s31:5]

Hinh 12. Topology toan cuc ¢ cdp dé mién

Sau khi chia sé thong tin Topology vé&i nhau, cac
Controller s€ xac dinh dugc Topology cta toan by mang &
cép d6 mién nhu hinh 12.

C. Xdc dinh Topology cua toan b mang

Duya trén Topology toan cuc cap do mién, Mdi Controller
c6 thé tinh duong di ngén nhat lién mién gitra host ngudn
va host dich. Giai phap nay sé sir dung budc nhay giira cac
mién dé lam weight metric dé tinh toan dudng di ngan nhat.
Thuat toan dugc md ta nhu sau:

1: graph G < Local Topology Information

2: domainGraph « Global Topology Discovery

3: srcDomain « the Domain of the source host

4: dstDomain « the Domain of the destination host

5: shortestPaths «— get all shortest paths (domainGraph,
srcDomain, dstDomain)

6: for shortestpath in shortestPaths do

7. if current Domain is the end node of the shortestpath
then

8: return shortestpath

9: else

10: identify the border switch and port along the
shortestpath

11: weight metric of the shortestpath «— call the path
computing method of the peer domain along the shortest
path

12: endif

13: end for
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14: shortestpath « the path which has the least weight
metric of all the shortestpath
15: return shortestpath

Hinh 13. Topology toan cuc cdp dé mién véi 6 mién

Ta sé& sir dung hinh 12 d¢ 1am vi du, trong Topology toan
cuc, ta c6 tap mién 1a {Di, D, D3, D4}, tip dudng dan la
{[Dl, Dz], [Dl, D4], [Dz, D3], [D3, D4]}. Gio ta muén tinh
duong di ngin nhét lién mién tir h11 dén h31 st dung
weight metric, Mién cta h11 1a D1, Mién ctia h31 12 D3, vi
véy nén ta c6 2 dudng di ngin nhit 1 {D1, D2, D3} va {Dx,
Da, D3} vi weight metric ciia 2 duong di nay bang nhau va
déu bang 2.

Mot vi du khéc 12 Topology ¢ hinh 13 , ta c6 tdp mién la
{D1, D3, D3, D4, Ds, Dg}. Tap dudng dan 1a {[Ds, D], [D1,
D3], [D3, D4], [D4, Ds], [Ds, De], [D2, De]}. Co 2 dudng di
tir D1 dén Ds . Mot duong 1a {D1, D3, D4, Ds, D} 6 weight
metric 1a 4, duong khac 1a {D1, D2, Ds}, vi vay duong di
ngan nhat 1a {D1, Dy, De} vi weight metric ctia n6 1a 2 nho
hon duodng di kia.

D. Cai ddt két qua tinh dwong di ngdn nhat lién mién

Qua 2 budc trén, ta da c6 Topology toan cuc & cép do
mién va tinh toan dugc dudng di ngan nhét lién mién. Khi
Controller cua mién ngudn nhan g01 tin dAu tién dugc goi
boi host ngudn dén host dich & mién khac, Controller d6
can cai dit luéng dit liéu lién mién 1én cac switch bién doc
theo duong di ngan nhit lién mién. Controller thong
thuong s& dua ra cac quyét dinh chuyén tiép goi tin dua
trén dia chi MAC dich. Nhung khi chuyén tiép cac géi tin
lién mién thi quyét dinh chuyén tiép goi tin da trén dia chi
IP dich. Controller can phai phén biét duge viée chuyén
tiép goi tin ndi mién va lién mién.

Giai phap nay st dung mot dia chi la dia chi MAC cong
ao va dia chi IP tuong ung. Dia chi IP cdng a0 s& duge cAu
hinh trén mdi host nhu 1a dia chi IP cia default gateway.
Viée so sanh twong tng giita dia chi MAC cdng a0 va dia
chi IP cong 4o ciing dugc cdu hinh trong bang ARP cua
host. Khi mot host mudn giri mot géi tin dén mot host nam
trong mién khac, né s& chén dia chi MAC cong 4o vao
header cua goi tin. Khi Controller thay dia chi MAC cta
cong ao trong mot goi tin, n6 biét rang n6 dang xir 1y mot
g6i tin lién mién va kiém tra IP header ctia géi tin dé xéac
dinh duong dan lién mién ngén nhét.
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Hinh 14. Giao tiép giiza cac mién

Qua 2 budc dau tién 1a xac dinh Topology toan cuc cip
d6 mién va tinh duong di ngan nhit lién mién, ta da co
dudng di ngan nhat & cip d6 mién va switch tai bién cua
duodng di trén mdi mién. Vi vay, Controller ciia mién ngudn
can cai dat ludng 1én cac switch bién nam trén duong di
ngin nhit cia mién ngudn, ngoai ra nd con phai xac dinh
dudng di ngan nhat giira switch ngudn va switch bién duoc
chon. Controller ciia mién chuyén tiép ciing phai xac dinh
dudng di ngan nhit giira 2 switch bién va Controller cua
mién dich phai xac dinh duong di ngdn nhét giita switch
bién va switch dich. Cac Controller trén cai dat ludng phai
khdp voi dia chi MAC va dia chi IP doc theo dudng di ngén
nhét ndi mién.

Thuét toan cai dat luéng nhu sau:
1: Input: domain shortest path, source host, destination host
2: for domain in domain shortest path do
3: if domain is source domain then

4: identify the border switch and port to downstream
peer domain in shortest path

5: push the forward and reverse flows to the border
switch

6: detemines the intra-domain shortest path between
the source switch and the chosen border switch

7: push flows along the intra-domain shortest path

8: else if domain is destination domain then

9: identify the border switch and port to upstream peer

domain in shortest path

10:  push the forward and reverse flows the border switch
11: determines the intra-domain shortest path between
the chosen border switch and the destination switch

12: push flows along the intra-domain shortest path
13: else

14: identify the border switches and ports' number
which are linked downstream and upstream domain in the
transit domain

15:; push the forward and reverse flows to downstream
domain

9
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16: push the forward and reverse flows to upstream
domain

17: determines the intra-domain shortest path between
the two chosen border switches

18: push flows along the intra-domain shortest path
19: end for

Ta s& lay vi du Topology nhu Hinh 14 véi host ngudn va
dich 1a h11 va h31, ta c6 duong di ngén nhét lién mién 1a
{D1, D;, D3}. Dua trén duong di ngén nhét, Controller cua
mién ngudn c6 thé xac dinh switch bién 1a s13 va cong ctia
né 1a 5 duoc két ndi véi mién Dy. Chinh vi thé Controller
clia mién ngudn sé cai dat ludng di goi tin vao flow table
clia s13 dé diéu hudng duong di goi tin dén mién Do, va
nhan géi tin ngugc tir D2 vé Dy (bang 1).

Bang 1. Ludng di ciia g6i tin qua s13 ciia mién D1

Bang 3. Luéng di géi tin qua switch bién ciia mién D

Mién:Switch
D,:s21

Puong di goi tin
IP Src(h11)-> IP
Dst(h31)
Vao cong 4
IP Src(h31)-> IP
Dst(h11)
Vao cong 3
IP Src(h11)-> IP
Dst(h31)
Vao cong 2
IP Src(h31)-> IP
Dst(h11)
Vao cong 4

Hanh déng
Ra & cong 3

Ra ¢ cong 4 Dy:s21

Ra & cong 4 D»:522

Ra ¢ cong 2 D,:522

Khi goi tin di dén mién dich D3 théng qua switch bién

Puong di gbi tin | _Hanh dong Mi&n-Switch 537’2, antrol!?r D3 sékcz‘l’ikdait ll%éng dfr liéq va:tp ﬂov&i table
P Src(hil)> P | Goitindira Dis13 cua sw1tcl} bién s32 dé€ diéu hudng luong di goi tin dén h31
. va hll (bang 4).
Dst(h31) o cong 5 , \
Géi tin di vio & Bang 4. Luong di div liéu cua cdc switch bién
cong 2 Puong di goi tin Hanh dong Mién:Switch
IP Src(h31)-> IP | Goéitindira D1:s13 IP Src(h1l)-> IP Ra ¢ cong 5 Di:s13
Dst(h11) & cong 2 Dst(h31)
Goi tin di vao & Vao cong 2
cong 5 IP Src(h31)-> 1P | Ra & cong 2 Di:s13
Dst(h11)
Khi Controller D1 nhan duoc tin nhin chuyén tiép, nd sé Vao cong 5
tim dia chi MAC dich cua goi tin d6 1a dia chi MAC cong IP Src(h11)-> IP Ra & cong 3 D,:s21
40 (vi du 00:00:00:00:00:64). Controller sau d6 s€ tim Dst(h31)
dudng dan ngan nhat ndi mién giita switch ngudn la s11 va Vao & cong 4
switch bién dugc chon 1a s13 — [s11, s13] va cai dat ludng | IP Src(h31)->IP | Ra & cong 4 D2:s21
dir liéu 1én duong di ngan nhét noi mién (bang 2). Dst(h11)
Bdng 2. Luong di géi tin bén trong mién D1 Vao & cong 3 ;
] IP Src(h11)-> IP Ra ¢ cong 4 D,:s22
Puong di goi tin Hanh Mién:Switch Dst(h31)
dong Vao ¢ cong 2
IP Src(h11)-> 1P Dira ¢ Dus1l IP Src(h31)-> 1P | Ra & cdng 2 D,:522
Dst(h31) cong 1 Dst(h11)
Mac Vao & cong 4
Dst(00:00:00:00:00:64) IP Src(h11)-> IP | Ra & cdng 2 D3:s32
C o Dst(h31)
Khi goi tin da di dén mién chuyén tiép D, thdng qua Vo0 & céng 4
switch pién s21, C;ontroller D> >~<éc dinh go6i tin nay tir mién IP Src(h31)-> IP Ra & cong 4 D3:532
khac den vi n6 dén tu duong dan bén ngoéi.n Controller ]?2 Dst(h11)
s€ xur Iy IP header va xac dinh switch bién dé goi tin di dén Va0 ¢ cng 2

mién dich, s22. Vi vay, Controller D, s& cai dat ludng
chuyén tiép goi tin vao flow table ciia switch bién s22 dé
chuyén tiép géi tin & céng 4 dén mién D3 va ciing dé nhén
6i tin nguoc lai tr mién Da. Tuong ty, ludng chuyén tiép
cling dugc cai dat 1én switch bién s21 (bang 3).
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E. Cdc cong cu
Céc cong cu dé trién khai giai phap bao gom :

- Ryu la mot SDN framework ma ngudén mé gdm cac
thanh phan dé trién khai Controller cho mang SDN
[10],

- Mininet 13 mot trinh gia 1ap mang dugc dung dé tao
ra mot mang gém cac may chu ao, switch a0 va céc
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duong dan két ndi giita chung. Cac switch trong
mininet ¢6 hd trg OpenFlow dé dinh tuyén tiy chinh
linh hoat [11]

- Toan bo giai phap s& dugc cai dat bang ngon ngir lap
trinh Python [12]. Python la mdt ngdn ngit 14p trinh
thong dich va hudng dbi tuong c6 rt nhidu thu vién
hd tro cho viéc lap trinh mang nén néu su dung
Python d¢ cai dat va cau hinh cho giai phap nhu tao
Topologys,... s€ thuan ti¢n hon 1a st dung ngén nglr
1ap trinh khac.

Giai phap s& bao gdm 2 mién SDN duoc cai dit trén 2
may a0 VMware, mdi may 4o s& 1a 1 mién SDN.

F. Két qua trién khai dé xudt

Ta s& kiém tra viéc dinh tuyén trong mién 1 bang cach
ping tir host s1 sang host s2. Sau khi ping xong, ta s& kiém
tra Flow Table trén switch 1 1a switch két ndi véi s1 va s2
(Hinh 15-17). Ta c6 thé thiy Controller ¢6 thé xac dinh
duogc switch 1 nam trén duong di ngan nhat tir s1 sang s2
nén Controller da cai dat luéng dir liéu 1én switch 1. Nhin
vao hinh 17, ta ¢ thé thay dudng di ctia géi tin, dia chi
MAC ciia host ngudn va dia chi MAC ctia host dich, géi
tin di vao cong nao va di ra cong nao ciia switch 1.

Hinh 15. Két qud ping tir host s1 sang host s2 ciia mién 1

Hinh 16. Puong di ngdn nhat dwoc cai dat

Hinh 17. Flow Table trén switch 1 czzia mién SDN 1

Trén thyc té, de danh gia mot cach toan dién giai phap
dé xuat chung ta can thyc hién so sanh hi¢u suat dinh tuyén
cua giai phap nay voi cac giai phap khac dua trén cac tham
s6 hiéu nang dinh tuyén nhu thoi gian truy cap, ty 1¢ 16i, va
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do tré. Tuy nhién, viéc so sanh nay kho thuc hién duoc véi
mot s6 1y do sau:

- Céc giai phap da duoc nhic dén (trong phan II) sir
dung céc loai SDN controllers khac nhau. Mot sb
nghién ctru khong chi ra loai SDN controllers
duogc sir dung.

- Da phan cac giai phap deu c6 su hd tro rat 1on vé
phin clg va co s ha tang. Didu nay dan dén kha
nang thue hién so sanh tinh hi€u qua gitra cac giai
phép 12 rat thap vi kho dép tmg chuan phéan cimg
chung.

Céc nghién ctru tiép theo cua ching toi s& tap trung

hoan thién va khac phuc cac nhuoc diém ké trén.

IV. KET LUAN

Trong bai bao nay, chung t6i da thanh cong trong Vlec
dé xut va trién khai mot giai phap dinh tuyén lién mién
trong mang SDN. Bing cach st dung Ryu Controller,
Mininet va Python, giai phap da duoc cai dat va kiém tra
trén moi truong gia 1ap. Két qua cho thiy Controller c6 thé
xéc dinh duong di ngén nhét gitra hai host trong mién SDN
va cai dat luéng dit liéu trén cac switch ndm trén duong di
do.

Mic du da dat duoc két qua nhét dinh, bai bdo van con
nhitng han ché. Chung t6i chua ap dung IPv6 cho mang
SDN va chua trién khai co ché dé xac thuc goi tin khi goi
tin di tir mién nay sang mién khéac. Tuy nhién, ching t6i dé
xudt mot s6 hudng phat trién trong twong lai nhu trién khai
IPv6 cho mang SDN, so sanh céac thuat toan dinh tuyén,
trién khai co ché xac thuc goéi tin khi goi tin di tir mién nay
sang mién khéc va trién khai thém viéc can bang tai trong
mang.
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RESEARCH AND IMPLEMENT DISTRIBUTED
INTER-DOMAIN ROUTING MECHANISM IN
SOFTWARE DEFINED NETWORKING (SDN)

Abstract: Over the past two decades, the increase in the
size of the Internet has made it more difficult for network
administrators to manage and operate the network.
Therefore, Software-Defined Networking (SDN) was
created to solve the above problems. However, the early
SDN architecture had only one single controller, so as the
size of the SDN network increased with multiple SDN
domains, one controller could not control the entire
network. In addition, the routing between domains was
also a problem that needed to be solved when the network
had many domains. Therefore, the goal of this paper is to
propose a distributed inter-domain routing solution, in
which each SDN domain will be controlled by a controller
and the controller of each domain will exchange
information directly with each other via Westbound and
Eastbound protocols to share topology and QoS
information. Additionally, the solution also includes a
mechanism for SDN inter-domain routing based on global
topology and QoS information to assist in finding the
shortest path for packets within each domain and between
domains.

Keywords— Software-Defined Networking; SDN;
Controller; Domain; inter-domain routing; Westbound and
Eastbound protocols; topology; QoS
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