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Abstract: Bai bao trinh bay mot d& xuit vé thuat toan sinh khéa
RSA chtra backdoor dya trén y tudng cua thuat toan Hidden Prime
Factor trong [1]. Thuat toan dé xuét sir dung két qua ciia Coppersmith
trong [7] dé giam luong thong tin backdoor can nhing.
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I. MO PAU

V6i ha tang mat ma khéa cong khai (PKI), mot van dé duoc
quan tam la viéc khoi phuc cip khéa (ding dé ma) cia ngudi
ding khi c6 yéu cau tir nguoi ding (mat khoa) hoac tir co quan
nha nuée (lién quan dén an ninh). DBé giai quyét van dé trén
ngudi ta sir dung hai cach. Cach thir nhét Ia sir dung giai phap
co s¢ dit liéu (CSDL) khda va céc bién phap dam bao an toan
cho CSDL khéa nhu giai phdp mém (ma mat CSDL khéa) va
giai phap vat ly (bao vé may tinh...). Giai phap su dung CSDL
khoa c6 wu diém la cac tinh chat caa khéa khong bi gigi han
(so vai thuat toan chuan) nhung c6 nhuoc diém Ia chi phi 16n
va van hanh phac tap. Cach thir hai la sir dung thuat toén sinh
khoa chtra backdoor (viét gon 1a backdoor). Uu diém cua giai
phap str dung backdoor Ia chi phi thap, vi khi st dung, hé théng
khong can luu giit khoa riéng cia nguoi dung (khdng duy tri
CSDL kh6a) ma chi can luu giir va bao vé khda ciia ngudi thiét
ké. Nhuoc diém cua giai phap sir dung backdoor la céc tinh
chit khoéa bi thu hep so vai thuat toan sinh khoéa chuan.

V6i giai phap thr hai, nhiéu thuat toan sinh khoa chira
backdoor trén mét s hé mat da dwoc cong bd nhu: RSA,
Elgamal, Eliptic Curve. Céac thuat todn sinh khéa RSA chira
backdoor trong [1], [2] dwoc danh gia 1a ¢6 lyc lugng thip. Cac
thuat toan sinh khda RSA chtra backdoor trong [3], [4] c6 d6
phtic tap gan véi bac hai va can sir dung b nhé khong mat dir
liéu dé hueu thong tin.

Do vay muc tiéu nghién ciru ngoai viéc tang thém hiéu biét
dé c6 giai phap phong vé tot hon trong viéc sir dung cac san
pham mat ma khi khéng lam cha dugc ma con ¢ kha ning ing
dung, bai bo tap trung nghién ctru cac RSA backdoor va dé
Xuit mot RSA backdoor méi dua trén y tuong cua thuat toan
Hidden Prime Factor trong [1]. Thuc hién muc tiéu trén, bai
bao dugc té chic thanh 4 phan: muc 1 Pat vin dé, néu 1én su
can thiét nghién ctru va mot s6 két qua nghién ciru cua céc tac
gia di trudc; muc 2, Cac dinh nghia va co s¢ phuc vu cho viéc
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phan tich backdoor; muc 3 Bé xuét backdoor méi; muc 4 Két
luan tom tat cac ket qua nghién ciru va hudng phat trién.

Il. CAC PINH NGHIA VA CO SO

A. Thudt toan sinh khéa chiza backdoor

Dinh nghia vé thuat toan sinh khoa chira backdoor va cac
thudc tinh c6 lién quan (tiéu chuan danh gia) trinh bay trong
phan nay str dung cac dinh nghia trong [5].
1) Mgt sé ky hiéu

Ky hi¢u Gy, G; lan luwot 1a thuat toan sinh khoa trung thuc
(chuén) va thuit toan sinh khoa chitra backdoor. Ky hiéu (Koriv »
Kpub) 1an luot 14 khoéa riéng va khoa cong khai dugc tao boi Go
hodc G;. Ky hiéu Ky~ 1a khéa cong khai hodc mot phﬁn cla
khoa cong khai. Ky hiéu ¢ 1a tham sé an toan cua hé mat.
Thuét toan sinh khoa chira backdoor dugc biéu dién thong qua
3 ham sau va cac ham nghich dao tuong tg:

Ham thir nhit: goi 1a ham trich thong tin, ky hiéu Z. Ham

Z trich tir khoa riéng kpry cac théng tin s€ duoc gidu trong

khoa cong khai Ky, sa0 cho thong tin duoc trich va nhing vao
khoa cong khai du dé khoi phuc mot cach hiéu qua Ky
Ham thir hai: goi 1a ham che gidu thong tin, ky higu £ .

Ham & thuc hién ma mat hoa thong dugc trich, Z{Kyiy), tao
két qua 13 thong tin che gidu & (ZAKpriv)). Ham &£ co thé dwa
trén hé mat dbi xing hodc hé mat bat ddi xtimg sao cho phan
phéi dau ra cia ham & khong thé phan biét dwoc v6i phan
phdi déu.

Ham th ba: goi 1a hAm nhing, ky hiéu A4 Ham A4

nhing cac thong tin backdoor da méd mat héa, £ (Z{Kyriv)), vao

trong khoa cong khai. Khoa cong khai co dang cudi 1a kpype =
Mo E° Z(Koriv), (1).

2) Pinh nghia thugt toan sinh khoa chira backdoor

Ky hiéu By , By 1dn luot 1a thiét bi hop den dugc cai dat
thuét toan sinh khéa Gg, G;. Ky hiéu R; la thuat toan khoi
phuc cdp khéa dugc tao bdi Gy. Cac cap khoa dugce tao ra boi
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G 1a cac cdp khoa chira backdoor an toan néu G,(¢) tao ra cip
khoa (Koub, Koriv) vOi cac thude tinh sau duoc théa mén:

1. Tinh bao mat:

a) nguoi thiét ké nhung mot phan khoa riéng vao trong khoa
cong khai tuong ung, Kyypx = AL £ Z (Kpriv) (2).

b) ngudi dung, ké tan cong khong thé tinh toan dwgc khoa
riéng tir khoa cong khai twong ung, Kyiy # Z Togte ALt

(kpub) (3) . A Lo X

2. Tinh hoan chinh: Ton tai thudt toan R; , d¢ nguoi thict ke
c6 thé khodi phuc duoc khoa riéng tir khoa cong khai tuong
g, kyiy = Riko). Hay cicham A2, £ . Z khanghichdé

nguoi thiét ké tinh duoc Kyiy = Z* © £ o A (Koup), (4).

3. Kha ning 4n gidu (kha ning khong thé phan biét dugc):

a) Két qua dau ra ciia By va B, la khong thé phéan biét dugc
vé mat thong ké, hodc vé mat tinh toén.

b) Cac do dac bén ngoai B, va B, khong thé phan biét dwoc
mot cach rd rang cai nay voi cai kia.
B. Mgt sé tieu chudn ddanh gid thugt toan sinh khoa chia
backdoor

Céc tiéu chuin dénh gia thuat toan sinh khoa chira backdoor
(muc 5 trong [5]) bao gdm cac tinh chat lién quan dén ban
than backdoor nhu: tinh bao mat va tinh hoan chinh; cac thudc
tinh lién quan dén khoa gdm luc luong khoa, cac thude tinh
phan phdi va twong quan gitra cac thanh phan khoa; cac thude
tinh lién quan dén thuat toan gdm d6 phirc tap tinh toan, va bo
nhé sir dung. Cac tiéu chuan danh gia thuat toan sinh khoa
chtra backdoor dugc cho trong bang 1.

Bang |. Cac tiéu chuan danh gia
thuat toan sinh khoa chira backdoor

Panh gia P . . A .
Tieu chudn Tot Trung binh Kém (that bai)
Bio mit le>= a1 ler>= 1, >=lg 12 I <l /2
. . V Kpup ke tAn cong 3 Kpup ke thn cong
Hoan chinh kpriv ¢ fl (kpub) kprlv -F (kpub)
Lue lwong ¢ >=- 12> ¢ >= 312 c<-3/2
khda
Tinh phan D=0 D5 =0 D >0
phoi
Tinh twong Khong twong quan 3 thanh phan khoa
guan tuong quan
P Tuyén tinh (a=<1 [<bac2(2>a>1| >=bac2(a>=2
D phire tap vac =<1) hoic2>c>1) |  hodcc>=2)
B§ nhé KhongNd“M”g VM1 Chi ding VM Dung NM

C. Mgt sé két qua vé hé mat RSA

1) Pinh ly vé sé cac so nguyén té
Ky hiéu z(n) 1a s6 lugng cac s6 nguyén té nho hon hoic

bang n.

Thi khi n I6n, ta c6: T(n) ~ ﬁ (5) (muc 4.1.2 trong [6])
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Gia sir p 1a s6 nguyén t6 k bit, s luong cac s6 nguyén 6 k-
bit
2k—1
kln2

(k — 2)2k1
k(k—1)In2

#p} =n(2") -2 =

— 2k zZk—logzk(e)
k2ln2

Xac xudt mot sb nguyén k bit 1a s6 nguyén t:
w(2%) — m(2F1)
2k _ pk—1

Pr[mot sé6 k bit la s6 nguyén té] =
ok-logakq

~ — pl-logk — 2
¥ e s 2=

2) So hwong khoa 6 thé sinh duroc

Taco #{p} = #{q} ~ 2/71092F

V61 moi tham s0 € xac dmh mot tham s6 d duy nhét, tham
s6 e co thé dugc chon ngau nhién trong Z* o(n)- Sb cac sb
nguyén nhu vay 1a sb cac s nguyén nguyén t6 cling nhau véi
o(n), va bang ¢(p(n)). Tir [6, Fact 2, p102], ta co:
<o) <n,(8)

n

36(Inlnn) lnln(n/(élnlnrn))' (p(go(n)) <n
Trong d6 In In n 1a viét tat cta In(In(n)).
Chia n cho In n khong anh hudng nhiéu dén két qua nén ta

6lnlnn

xap xi — ~ n. @(n) hodc p(p(n)) cb thé dugc xap xi bang n =

Inn

2% Véi mdi gia tri e xac dinh duy nhat mot nghich ddo d, nén
ta c6 lyc lugng khoa ciia thuat toan sinh khoa RSA la:

#{(p.q,d.e)} = #{(p, q)} *#{e}=(2""*%")? «p(p(n))

~ 22k - 2log2 k. 22k - 24k - 2Iog2 k.

Dbi v6i thuat toan sinh khoa cé yéu cau vé tiéu chuén dbi
v6i cac tham sb (p,q,d,e) luc lugng khoa cia thuat toan s& nho
hon.

3) Binh ly Coppersmith (Theorem 4, 5 trong [7])

Trong thoi gian da thirc, ¢6 thé tim dugc phan tich nhén tir
ctia n = p.q néu biét % log, n (khoang % d6 dai bit ciia p) cac
bit thip (cao) cua p.

I1l. PE XUAT THUAT TOAN SINH KHOA RSA CHUA
BACKDOOR MO

A. Bodél

Cho p, q 1a hai s6 nguyén t6, cé cung chiéu dai k bit va gia
st p < g. Ky hiéun =p.q, n c6 do dai 2k bit. Ky hi¢u [Vn] Ia
phan nguyén ctia cin bac 2 ciia n. Ky hiéu s 1a sb nguyén nho
nhét thoa man (q — p) < 2° s < k. Ky hiéu div la phép chia lay
thuong nguyén. Ta Iuén cé : p < [\/ﬁ] <qvapdiv2s=
[vn] div 25 (cac bit cao tir s t6i k trong p va [vVn] 1a gidng
nhauy).

Chtng minh:

Taco: (q-p)<2°eq <p+2°

=qdiv2°< (p+2°)div2

©qgdiv2< (pdiv2)+1

Vi s 1a s6 nguyén nho nhat thoa man (q — p) < 2°nén g div

= (pdiv2) +1
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Taco: p<[Vn]<q= pdivZ’< [Vn]div2s< gdiv 2°
= (pdiv2) +1

= pdiv2’ = [Vn] div 2. Diéu ndy c6 nghia 1a c4c bit cao
tr s toi Kk trong p va [vn] 1a giong nhau hodc (k - s) bit cao
trong p va [vn] giéng nhau.

B. Bodé?2
Cho p, q 1a cac sb nguyén td, c6 cing chidu dai bit 1a

k bit va gia st p < . Ky hiéu n = p.q, ky hiéu nlen 1a d6 dai
theo bit ctia n, nlen = 2k. Ky hiéu [vn] 1a phan nguyén cua cin
béc 2 ciia n. Ky hiéu s 1a s nguyén nho nhat thoa mén (g — p)
< 2°. Ky higu v 1a mot s6 nguyén. Ky hiéu p]” 1a v bit cao ciia
p va ky hidu p|* 12 v bit thap cua p. Néu biét duge (p]¥2)[° 2
ta luon tim dugc p.

Churng minh:

T két qua ctia b6 dé 1 ta ludn co plvs= ([Vn])1*=s

Tir gia thiét cua bd dé 2 ta bibt dwoc (p]#2)|° % va két hop
v6i két qua cua bd dé 1 ta biét dwoc p]#2.

Str dung dinh 1y ctia Coppersmith (2.3.3) ta tinh dugc p.
C.Bodée3

Cho n’ 1a mot s6 nguyén co d6 dai 2k bit. Cho p 1a mot sé
nguyén td c6 do dai k bit, dat q = [n’ / p], ky hiéun = p.q . Thi
ta luén cé n va n’ gidng nhau & k bit cao hay n div 2 = n” div
2" hay n]k=n’|x

Chung minh

Tacé:g=[n’/p]van=p.g,nénn’ >nvan -n<p =
(n’ —n) div 2* < p div2* & (n” —n) div 2¢< 0.

Vi p<2“nén (0’ —n) div2=0 hay n’div2*=ndiv 2"
D. Gigi thiéu thudt todn dé xudt

Thuét toan d& xuat st dung y tudng cia thuat toan Hidden
Prime Factor: thdng tin backdoor 1a mot phan cua p duge ma
mat hoéa boi hé mat dbi ximg F. Diém khac biét 13 phan thong
tin backdoor c6 thé duoc rut gon voi chiéu dai s - k/2 bit, nén
¢6 lyc lugng 16n hon. Véi thong tin backdoor rat gon, thuat
toan c6 thé thda min mot phan rang budc tham sb cua p, q; (|p
- g| > 2219y trong [8], muc B.3.1 (chon k > s >k — 100).

Céc tham s thuat toan:

+ G; = Thuat todn dé xuat; Zkym) = ((P¥2)]5 - #2); £=

AES, /. =log, n = 2k, k(&) = (K); AL =n, vdi log, n = 2k;

log, p =log, q = k. )

+ Ham F: 1a ham ma mat hoa do6i xtmg vi du AES

+ Ham G: {0, 1}* x {0, 1}** x {0, 1} — {0, 1}*, ham nay
thyre hién két qua cua dinh 1y Coppersmith (muc 2.3.3), vi du:
p = G(n, 22 p div 2v%)

+ Ham C: 12 ham kiém tra diéu kién (p < q) va (q—p) < 2°
v6i s cho trude (c6 thé chon s thoa man k > s >k — 100).

Thuit toan dé xuét [sinh khoa RSA]

Input (k, K)
Output (p, g, d, €)
1: Generate a random prime p
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2: Generate a random q’ /Mog, ¢’ =k

3 m=pqg’

4 t=m]"%; p=F(pl¥2)|s-4);

5. repeat

6: Generate arandomr Mog, r =3k/2 -s
7. n=Tiuir

8 q=[n/p]

9: until (q is prime) and (C)

10: n=p.q IIB6 dé 3

11: Generate a random odd e;

/Mlog, e <2k and gcd(e, p(n)) =1
12: d=e ' mod ¢(n)
13: Output (p, g, d, €)

Thuit toan dé xuit [khdi phuc khéa RSA]

Input (n, e, K)
Output (d)
10 p = (n¥?))s-42 // Bb dé3
tpe= (Va1 //BO d& 1
D p2=Fh(w)
P12 =p1ip; o
//Bb dé 2

: d=e"' mod g(n).
: Output (d).

2

3

4

5: p=G (n, 2% p]¥?)
6

7

E. Ddnh gid thudt todn dé xuat

Tinh biao mat: Tinh bao mat dugc danh gia & muc tot vi
nguoi thiét ké st dung hé mat ddi xtng c6 do dai tham s6 an
toan tuong duong véi d6 dai tham s an toan cta nguoi ding.

Tinh hoan chinh: Tinh hoan chinh dwoc danh gia & mic
t6t. Vi thuat toan dé xuat ngudi thiét ké ludn tinh duge khoa
riéng tir khoa cong khai trong ung.

Luc lwgng khéa:

Xét viéc tao p (budc 1) Vi p duoc tao ngau nhién nén theo
dinh 1y vé sé luong cac sb nguyén t6 (muc 2.3.), ta co6 #{p} =
2k—log2 k

Xét viée tao q (tir budc 5 dén budc 9). V&i mbi p co thé
chon ngau nhién 7 va r, do d6 tao dugc %S gia tri ny. Vi q
duge tinh theo ny, va p (budc 5), nén #{ q }= #{n, / p} .
Pr[q la s6 nguyén t6]

Theo dinh 1y vé s cac s6 nguyén t6 (muc 2.3), mot sb
nguyén k-bit 13 sb nguyén t6 vdi xac sudt khoang 2171092k v/
vay:

#{ q } = #{ n, | p} . Prlqlasénguyénts] =
2k—s+1

Vay s6 lugng n la: #{n} =
2k—log2 k_ 2k—s+1 — 22k—s+1— log, k

2Zk —s—k+log, k- 21—1092 k —

#p}y . #Ha} =
Khi 4p dung mot rang budc (tiéu chudn) ddi véi cac tham
s, luc lwgng cua thudt toan Gy va G; déu giam mot lugng xac
dinh, tuy nhién ty 18 lyc luong gitta chiing khong thay dbi.
Xét ty 1€ gitra luc luong cua Gy va Gy, Vi € dugc sinh tu do
trong G; gidng trong Gonén hang tir #{e} co thé bo qua, ta co:
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2k-s+1-log,k
NGl,n 2 92
RG = =~

! NGo,n

Vis>kl2=-s+1+logk <-k/i2+1 + log, k. Vay
R, < 2_"/2.2 < -1/2 . Vi hing sb ¢ < -1/2 trong Rg, nén lyc
luong ctia G; dugc danh gia 1a tét.

Tinh chit phan phéi: Thong tin backdoor duoc mi mat
hoa va nhing vao vi tri ¢ dinh trong n. Tuy nhién vi thong tin
backdoor dugc ma mat hoa bang ma khéi dbi xtmg (gan voi
phan bd déu) nén phan nhing thong tin backdoor ciing c6
phan phéi gan véi phan phdi déu. Viéc sinh p ngau nhién va q
duogc tao thong qua viéc chla n, cho p vai gia tri n; phu thudc
mot phan vao p, tham sé ngdu nhién r va tham sé ngau nhién
q’. Do vdy phan phdi ciia n ¢ thé gan téi phan bd déu va do
vay khoang cach théng ké giira thanh phan n cia G, va G 1a
xap xi bang 0, Dg; ~ 0. Vay tinh chit phan phéi cua G, dwoc

= 21-s+logzk

22k=2logz k

danh gia 1a tét.

Twong quan giita cac thanh phin khéa: Vi thong tin
backdoor dwoc nhung vao tham sb n nén tham sb e c6 thé
duogc tao doc 1ap. Theo cach tao q (tur budc 2 den buoc 6), q
phu thudc vao p, tham so ngau nhién r Va tham s ngu nhién
q’. Néu nguoi dung ¢b dinh p va yéu cau sinh lai q thi viéc
sinh lai khoa téng quat thyc hién dugc. Tuy nhién, néu nguoi
dung yéu clu ngugc lai, tuc 1a ¢d dinh q va sinh lai p 1a khéng
kha thi. (Viéc sinh lai khoa trong truong hop nay chi kha thi
néu thuat toan cho phép hoan d6i dugc vai tro cia p va q). Do
vdy tinh twong quan gita cac thanh phan khoa cua G, duoc
déanh gia dat muac trung binh.

Do phirc tap tinh toan:

Vi p duoc tao giéng nhu trong G, nén ta cé t(Go) = tp(Gy).

Trong vong lap tao q (tir budc 2 dén budc 6) c6 thém viéc
méi mat hoa thong tin backdoor bang hé mat ddi xting (AES).
Tuy nhién d6 phirc tap ciia hé mat ddi ximg AES khong dang
ké so do phtrc tap cua viéc tao g nén do phtrc tap cta viée tao
q trong G; ciing gan gidng nhu trong Gy nén ta co: ty (G1) =14
(Go)-

Va d0 phic tap tao n la: t,(Gy) =t + t =t .

Céch tao e cua G, cling giéng voi Gy, nén dg phuec tap tao e:
t: (G1) = te (Go).

Vay d6 phirc tap cua thuat toan la: T(G,) =t, + t.. Do do
d6 phirc tap cua G; duge dénh gia 1a “t6t” vi n6 tuyén tinh dbi
v6i do phuc tap cua Gy,

B0 nhé sir dung: Thuat toan khong st dung b nhd NM va
VM nén n6 co thude tinh bd nhé sir dung dwoc danh gid 1a tot.

F. TOém tdt cdce diém cai tién cua thudt todn dé xudt

Béng |1 Tom tat cac so sanh danh gi4 giita thuat toan dé xuat
vo1 thuat toan Hidden Prime Factor:

Thudc tinh \ Thuat | Thuittoandé | Hidden Prime
toan Xuét Factor
Béo mat Tot Tot
Hoan chinh Tot Tot
Luc lugng khoa Tot Tot
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Thugc tinh phan phoi Tot Tot
Tinh tuong quan Trung binh Trung binh
Do phuc tap Tot Tot
Bd nhé Tot Tot
IV. KET LUAN

Trén co so thuat toan Hidden Prime Factor, mot thuat
toan sinh khoa chira backdoor méi duoc dé& xuét véi cac wu
diém vé lyc lugng khoa tot hon so véi thuat toan Hidden
Prime Factor va thuat toan nay co thé sinh cac cip khoa thoa
méan mot phan rang budc tham sb p, q(p-aql > nien'2 - 100)
trong [8], muc B.3.1. Thuat toan dé xuat c6 thé ing dung tot
trong phan sinh khéa ctia thiét bi PKI Token hoic HSM
(Hardware Security Module). Ngoai ra thudt toan co thé dugc
xem x¢&t thém theo hudng rut bot thong tin backdoor hode xem
xét sy phi hop cta cac tham sb do thudt toan sinh ra véi tiéu
chuén tham sb ung dung cho mot ha tf?lng PKI cu thé.
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A SYMETRIC BACKDOOR IN RSA
KEY GENERATION
This paper presents a propose of a symmetric backdoored RSA
key generation algorithm based on improvement of Hidden
Prime Factor algorithm in [1]. The proposed algorithm use
use the Coppersmith’s theorem in [7] to reduce backdoor
information for embedding.
Keywords: Cryptography, key generation, RSA, backdoor
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