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Tém tit: Cac bd dit 1liéu miu vé xam nhap trai
phép trong mang may tinh hién da va dang dugc
g dung rat rong rii trong viéc nghién ctru phat
hién xdAm nhap mang trai phép. Trén thé gidi da co
nhiéu b¢ dit li¢u khac nhau, mdi b dit li¢u c6 wu,
nhuoc diém khac nhau. BO dit liéu dang Netflow
¢ nhiéu wu diém trong viéc phat hién xAm nhap
trai phép, dac biét trong mang c6 luu lugng dix
liéu 16n. Hién tai, bo dir liéu cia DARPA van
dang dugc cac nha khoa hoc sur dung trong nghién
cuu phat hién xam nhap trai phép, tuy nhién bd
di liéu DARPA khong ¢ dang Netflow. Muc tiéu
cua bai bao nay trinh bay mot phuong thic xay
dung bo dir liéu dang Netflow tir nguon dir licu
DARPA; va g dung bd dir li¢u nay trong phat
hién xam nhap trai phép bang phuong phap hoc
may. BO dir 1iéu nay co thé duge sir dung rong rai
trong nghién ctru phat hi¢n xam nhap trai phép
dua trén Netflow.

Tir khoa: Bo dir ligu (dataset), Naive Bayes,
Netflow, phat hi€én xam nhap trai phép (IDS).

. GIGI THIEU

Ngay nay, mang mdy tinh thuong xuyén la cac
muc tiéu tan cong cua tin tdc nham muc dich an
cap dir liéu bi mat quan trong cua to6 chirc hoac

Téc gi lién hé: Nguyén Hoang Giang,

email: giangnh@customs.gov.vn.

Dén toa soan: 28/3/2016, chinh stra: 08/5/2016, chap
nhan dang: 30/5/2016.

S6 1 nam 2016

lam dimg hé thdng cung cép dich vu cua t6 chirc.
Dé phat hién va ngan chin cac cudc tin cong nay,
c¢6 rat nhiéu cac giai phap phan ctng ciing nhu
phan mém ra doi. Cac giai phap do6 c6 thé 1a IDS
(Intrusion Detection Systems), IPS (Intrusion
Prevention Systems), IDP (Intrusion Detection
Prevention Systems), Firewall, hodc h¢ théng
giam sat. Dé nghién ctru, cho ra doi cac giai phap,
cong nghé vé IDS, IPS, IDP... rat can thiét phai co
cac bo dir liéu miu vé xam nhép trai phép dé thuc
hién viéc huan luyén va kiém thr.

Netflow 1a mot giao thirc do hiang Cisco phat trién
vao nhitng nam 1996, dugc phat trién thanh mot
cong nghé giam sat luu lugng mang.

Hién nay, Netflow da duoc xay dung thanh tiéu
chuan va sir dung hau hét trong cac thiét bi mang
Router cua Cisco, Juniper, Extreme, Habour...
Netflow di dwoc phat trién qua nhiéu phién ban:
version 1 dén version 10; trong d6 thong dung
nhat hién nay 13 version 5, version 7 va version 9.
Netflow cho phép thuc hién giam sat, phan tich,
tinh toan luu luong gbi. Mot trong cac vu diém
cua Netflow so vdi cac giao thirc khac 1a n6 cho
phép dinh danh va phan loai nhiing loai tin cong
nhu DoS, DDoS, Worm... theo thoi gian thyc dua
vao nhitng sy hanh vi thay d6i bat thuong trong
mang, dac biét trong mang c6 luu luong 16n. Do
vay, viéc xay dung mdt bg dir liu Dataset dang
Netflow 1a can thiét dé co thé tan dung dugc hét
cac wu diém cia giao thirc nay.
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Bdng I. Tong hop tdp dit liéu
trong cdc nghién ciu vé IDS dua trén théng ké

Nam Pinhdang | Tapdirliéu | Phuong phap thuc

Téc gia congbd | dilisu | sirdung hién
Eskin 2000 Packet-based | DARPA99 Probability Model
Ma;;l;c;p\)/(;ii(‘);jnd 2002 Packet-based Real-life Statrisétlzcrzll ?e?gvirvk\/ith
Mahoney and Chan 2003 Packet-based | DARPA99 LERAD algorithm
Chan et al 2003 Packet-based | DARPA99 Learning rules

Wangand Stolfo | 2004 | Packet-based | DARPA99 Payload-based

algorithm
Song et al 2007 Packet-based | KDDCUP99 Gaussian mixture
model

Chhabra et al 2008 Packet-based | Real-time FDR method

Lu and Ghorbani 2009 Packet-based DARPA99 Wavelet analysis
& Flow-based

Wattenberg et al 2011 Packet-based | Real-time GLRT model

Yu 2012 Packet-based | Real-time Adaptive CUSUM

Bang II. Téng hop tdp diliéu trong cdc nghién ciu vé IDS dua trén phan logi

Tic aia Nam binh dang Tap dirliéu Phuong phap
9 congbs |  dirlidu strdung thuc hién
Tong et al 2005 Psacskee;’ DARPA99, TCPSTAT KPCC model
Gaddam etal | 2007 Packet: NAD, DED, MSD K-means + ID3
based
Khan et al 2007 Packet: DARPAS DGSOT + SVM
based
Das et al 2008 Packet- KDDCUP99 APD algorithm
based
LuandTong | 2009 Packet- DARPA99 CUSUM - EM
based
Packet- ) -
Quadeer et al 2010 Real-time Traffic statistics
based
Wagner et al 2011 Flow-based Flow Traces Kernel OCSVM
Muda et al 2011 Other KDDCUP99 KMNB algorithm
Packet- ) .
Kang et al 2012 DARPA98 Differentiated SVD
based

Pé xay dung duoc mot bo dit liéu phuc vu cho nghién ctru doi hoi phai
thuc hién rat nghiém tac va ton thoi gian. D6 1a phai thiét 1ap duoc
moi trudng mang, cai dat phén mém, c6 hiéu biét va biét st dung
céc cong cu dé thyc hién tan cong thyc té, bt giir va danh nhan géi
tin trén mang dé hinh thanh bo dit liéu. Trén thé gidi hién nay ton tai
mot s6 bo dir lidu ndi tiéng nhu DARPA, KDD-99, ISCX... Tuy vy,
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cac bo dit liéu nay ton tai ¢
dang Tcpdump, khong phai ¢
dang Netflow nén khong ing
dung duoc trong nghién ctu
vé IDS trén Netflow. Cac bod
dr liéu ¢ dang Netflow rat it,
néu c6 thi hodc khong day du
(nhu bo UT) hoac chua hoan
chinh (nhu b dir liéu duogc
cong bd [8], chi xdy dung
bo dir liéu Netflow cho mot
loai tan cong). Theo tong hop
[11], cac cong trinh nghién
ctru vé IDS sir dung phuong
phép hoc may (hoc may dya
trén thong ké va hoc may dwa
trén phan loai dugc trinh bay
trong Bang I va II) hién nay
phan 16n déu st dung dinh
dang dir li¢u 1a Packet-based.
Diéu nay c6 nghia 12 hién nay
chua c6, hodc co rat it cac bd
dir liéu dinh dang Netflow
dugc cong bo dé phuc vu muc
dich nghién ctru vé IDS.

Trén co s& nhiing phan tich,
lap ludn trén, nhom tac gia
da xac dinh muc tiéu cua bai
bao nay la thuc hién xay dung
mot bo dir liéu dang Netflow
hoan chinh trén co s& bo di
liu DARPA nbi tiéng va tng
dung trong phat hi¢n xam
nhap trai phép.

Phan con lai cua bai bao
duoc chia thanh cac muc sau:
Muc II gioi thiéu cac bo dir
li¢u hién c6 da duogc cong bd
rong rai; Muc III trinh bay
vé phuong phap va qua trinh
xay dung bd dir li¢u; Muc IV
thue hién mo ta vé cac bo dit
ligu da xay dung duoc; Muc
V trinh bay vé ting dung cua
bo di li¢u trong phuong phap
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hoc may dé phat hién xdm nhap trai phép ddi voi
mot loai xam nhap; cudi cung la phan két luan va
hudéng nghién ctru trong tuong lai.

Il. CAC BO DY LIEU DUNG TRONG PHAT
HIEN XAM NHAP TRAI PHEP

A. Dir liéu DARPA

Bo dir liéu DARPA hinh thanh do Cuc du an
nghién ctru cao cap Bo qudc phong My (Defense
Advanced Research Project Agency) tai trg dé tai
xdy dung co s& dit liéu ma xam nhap trai phép tai
Phong thi nghiém Lincoln, Pai hoc MIT [1]. bpé
xay dung tap dir liéu ndy, cac nha khoa hoc da 1dy
dir liéu cua mot mang quan sw My khi hoat dong
binh thuong lam dir li€u binh thuong; sau d6 dua
thém cac dir liéu xdm nhép trai phép vao trong
tap dir liéu d6. Cach lam trén cho phép biét duoc
chic chan dau 1a dit liéu binh thuong, dau 1a dir
li¢u xam nhap trai phép.

Madi dir liéu ciia DARPA bao gom dir liéu mang
va dir liéu may chu tuong ung. Dt liéu mang
duoc thu thap va luu trlt ¢ dang Tepdump. D
liéu may chu dugc luu gitt & dang BSM (Basic
Security Module). Tap dir liéu bao gom dit liéu
thu thap trong vong 5 tun. Pi kém véi dit liéu 1a
tai liéu mo ta dir liéu kha chi tiét, bao gom loai
xam nhap, thoi gian bat dau, thoi gian két két, dia
chi may tan cong, dia chi may bi tan cong ddi véi
mdi sy kién xAm nhap trai phép. Toan bo dit liéu
¢6 kich thuéc khoang 10Gb, trong d6 gom 54 loai
xam nhap duoc phan lam 4 nhom: R2L (Remote
to Local — 1a nhém cac xAm nhap cho phép ké tan
cong tir xa lay duoc quyén ciia ngudi dung may
chu), U2R (User to Root — 1a nhdm cac xam nhap
cho phép nguodi dung binh thuong trén may chu
c¢6 thé doat quyén quan tri root), DoS (Denial of
Service — 12 nhom tan cong tu chdi dich vu, pha
hoat tinh sin sang ctia hé thong), Probe (1a nhom
tan cong do tham, anh huong dén tinh bao mat
ctiia hé thong, dong thoi cung cip cac thong tin
can thiét dé tién hanh cac budc tin cong tiép theo.
Céc hinh thirc xAm nhép trai phép duoc thé hién
trong bang sau:
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Bang lll. Cdc nhém xam nhdp trdi phép trong d liéu DARPA

Tén loai tdn céng

R2L | Dictionary, Ftpwrite, Guest, Httptunnel, Imap, Named,
ncftp, netbus, netcat, Phf, ppmacro, Sendmail,

sshtrojan, Xlock, Xsnoop

U2R | anypw, casesen, Eject, Ffbconfig, Fdformat,

Loadmodule, ntfsdos, Perl, Ps, sechole, Xterm, yaga

DoS | Apache2, arppoison, Back, Crashiis, dosnuke, Land,
Mailbomb, SYN Flood (Neptune), Ping of Death (POD),
Process table, selfping, Smurf, sshprocesstable, Syslogd,

tcpreset, Teardrop, UDPstorm

Probe |insidesniffer, lpsweep, Is_domain, Mscan, NTinfoscan,

Nmap, queso, resetscan, Saint, Satan

Nhuoc diém 16n nhét cua bo dit liéu DARPA 1a
dugc thu thap va luu gitt 6 dang Tepdump, cod
kich thudc 16n.

B. Dir lieu KDD-99

Nhu d3 dé cap 6 Muc IIA, dit liéu DARPA do luu
& dang Tepdump. Nén dé co thé sir dung dé danh
gia cac phuong phap, thuat toan, dit liéu nay can
thong qua mot qua trinh xir 1y ban dau, bao gom:
Dbinh nghia cac sy ki¢n, lya chon déc trung ctia cac
su kién, sau do trich raut dac trung va luu cac du
kién dudi dang cac vector. Nhu vay, cac phuong
phap xtr 1y ban dau khac nhau c6 thé cho cac dinh
nghia khac nhau vé su kién hay cac dic trung
khac nhau, tir 36 dan dén kho khin trong viéc so
sanh, phan tich cac thuat todn xam nhép trai phép.
Vi thé, v6i su tai tro cia DARPA, hoi nghi vé
khai phap dir liéu va phat trién tri thirc nim 1999
(Knowledge Discovery and Data Mining 1999 —
viét tat 1a KDD -99) da thuc hién qua trinh xir 1y
ban dau ddi vai tap dit liéu ctua Darpa va cho ra
tap dir liéu KDD-99 [2]. Dit ligu KDD-99 da dinh
nghia su kién dua trén nén tang cua két ndi TCP/
IP: Mdi su kién bao gdm cac hoat dong mang sinh
ra khi mot may chii két ndi véi mot may chi khac,
va cac hoat dong bén trong may chu bj két ndi d6
trong thoi gian két ndi.

Tap dir lieu KDD-99 dugc phan thanh hai tap
dir liéu: Tap dir lidu huan luyén va tap dir liéu
thur nghiém. cac nhém dir li€u trong tap dir li¢u
KDD-99 giéng nhu trong bang I, ngoai ra con
thém nhom dir liéu NORMAL la cac dir li¢u
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binh thudng. Phan b6 dit liéu theo
nhom trong tap dir liéu KDD-99

duogc trinh bay trong bang sau.

Bdng IV. Phan b6 dt ligu theo nhém
trong tdp hudn luyén

Nhém | Sélugng Phé(r;/ot)rém
R2L 1.126 0.023
U2R 52 0.001
DoS 3.883.370 79.278

Probe 4.102 0.839

NORMAL 972.781 19.859

Bdng V. Phan bé d ligu theo nhém
trong tdp tha nghiém

Nhom S6 lugng Pha(r;/:)ram
R2L 14.745 4738
U2R 246 0.079
DoS 231455 74.374

Probe 14.166 1.339

NORMAL 60.593 1947

Theo cac bang néu trén, chung ta
dé y thay sb luong ciing nhu ty 18
% ctua nhom xam nhap DoS va
Probe rat 16n. Piéu nay khong co
nghia la cac nhom DoS va Probe
xay ra nhiéu ma 1a do KDD-
99 dinh nghia sy kién dya trén
két néi TCP/IP. Thong thudng
mdi dot tAn cong DoS va Probe
thudng sinh ra rat nhidu két ndi,
vi vay trong tap dir licu KDD-99
mdi két ndi TCP/IP duoc xem nhu
mot su kién.

MBbi dit liéu trong KDD-99 dugc
trich rat thanh 41 dic trung, gom
4 phan: Phan th nhéat (tir dic
trung 1 dén 9) 1a cac dic trung co
ban ctia két ndi TCP/IP; Phan thu
hai (tir ddc trung 10 dén 22) 1a cac
dic trung ciia may cha bi két ni;
Phén thir ba (tir ddc trung 23 dén
31) 1a cac dic trung vé luu luong
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trong khoang thoi gian 2 gidy; Phan thir tu (tir dic trung 32 dén
41) 1a cac dac trung vé luu lugng trong khoang thoi gian 256
gidy.

C. Dir ligu ISCX

Information Security Centre of Excellence (ISCX) la mot trung
tAm nghién ctru vé an toan thong tin cua truong dai hoc New
Brunswick (UNB) — Canada. Xuat phat tir yéu cau nghién ciru
hé théng IDS doi hoi phai c6 mdt bd Dataset chinh xac, déy du,
ISCX da xay dung m¢t md hinh mang, md phdng cac cudc tAn
cong trong mang dua trén cac giao thuc HTTP, SMTP, SSH,
IMAP, POP3 va FTP. Nhiing ludng dit li¢u thong thudong va
bat thuong dugc bat giit va duoc danh dau. Bo dit liéu nay
da duoc gidi thiéu boi Ali Shiravi, Hadi Shiravi, Mahbod
Tavallaee, Ali A. Ghorbani tai bai bao “Toward developing
a systematic approach to generate benchmark datasets for
intrusion detection, Computers & Security, Volume 31, Issue
3, May 2012, Pages 357 -374, ISSN 0167-4048, 10.1016/j.
cose.2011.12.012.(http://www.sciencedirect.com/science/
article/pii/S0167404811001672).

B9 dit lieu UNB ISCX 2012 IDS [9] bao gom dit liéu thu thap
trong vong 7 ngay, gom ca dir li¢u thong thuong va bat thuong,
cu thé:

Bang V1. B6 dit liu ISCX

. R . n Kich thuéc dir
Thu Ngay M6 ta lidu (GB)
6 11/6/2010 | D{rliéu thong thuong 16.1
7 12/6/2010 | Ditliéu thong thuong 422
Cha nhat | 13/6/2010 Inﬁl?tatmgAthe net\vvork from inside va 305

dd liéu thong thuong
HTTP Denial of Service va d{r liéu
2 14/6/2010 théng thuong 6.85
3 15/6/2010 Distributed Denial of Service using an 234
IRC Botnet
4 16/6/2010 | DU liéu thong thuong 17.6
5 17/6/2010 Brut\e Force SSH va d(r liéu théng 123
thuong

B9 dir li¢u ISCX cling ¢ dang Tcpdump.

D. Dir lieu UT

Tap dir li¢u UT la tdp do nhém nghién curu tai dai hoc Twente
cua Ha Lan xay dung theo dang Netflow [3]. Tap dir li¢u nay
dugc xdy dung bang phuong phép thu thap dir liéu xAm nhép
trai phép thuc té trén nguyén Iy Honeypot. Nhom nghién ciru da
xdy dung mot Honeypot — mQt mang may tinh khong c6 nguoi
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stt dung; nhu vy néu c6 luu lugng mang phat
sinh thi d6 chinh 1a luu lugng xam nhap.

bay 1a dit 1iéu theo dang Netflow, tuy nhién khi
so sanh véi tap dir liéu cia DARPA va KDD-99,
dit liéu UT c6 mot s6 van dé:

- Trong tap dit li¢u UT khong c6 dir li¢u binh
thuong;

- Céc dir liéu xam nhap trai phép duoc xay
dung tu dong bo1 Honeypot (trong khi cac dix
ligu DARPA va KDD-99 dugc xay dung bdi
cac chuyén gia vé an ninh mang);

- Cac dir liéu xam nhap trai phép chi c6 mdt
loai duy nhét 1a dir liéu bat thuong.

ll.XAY DUNG BO DIFLIEU DANG NETFLOW
DUNG TRONG IDS

A. Phwong phap xdy dung

Nhom tac gia da thyc hién chuyén ddi dir lidu
DARPA thanh dir li¢u dang Netflow theo so dd
nhu Hinh 1.

Tepdump

files DARPA IDS Data

(xxx.inside.tcpdump)

Netflow
exporter

Softflowd-
0.9.9 software

Netflow

Flowd-0.9.1
Collector software
Netflow Flowd-0.9.1
reader software
Flow Manually
labelling (Thu cong)

Hinh 1. So d6 chuyén doi tir di liéu Tepdump sang Netflow

Dir lidu dau vao ciia bd chuyén doi nay 1a dir lidu
¢ dinh dang Tcpdump (b6 dir 1iéu cia DARPA).
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Dit lidu nay dugc truyén dén Module Netflow
exporter. Module Netflow exporter thuc hién doc
dir liéu Tepdump, sau d6 trich rat ra cac flow, tao ra
céc goi tin theo chudn Netflow (v5, v7, v9) va gui
dén Module Netflow collector. Module Netflow
collector thu thap cac goi tin Netflow va luu dir
liéu Netflow nay vao bd nhé (6 cting). Module
Netflow reader s€ doc cac dir liéu Netflow tir bo
nhé va hién thi theo yéu cau ctia ngudi ding. Sau
do, nhom téc gid s€ can cur vao tai liéu mo ta cac
cudc tan cong trai phép cia DARPA dé tién hanh
danh nhin bang tay cac flow xam nhap trai phép
va cac flow binh thuong. Sau qua trinh nay, chung
ta da thu thap duogc b dir liéu dang Netflow dﬁy
dua tur bo dir licu DARPA.

B. Qua trinh thyc hién

Dit liéu dau vao cua hé thdng chuyén dbi chinh 1a
cac file dir li¢u Tcpdump (inside.Tcpdump) trong
tap dit licu DARPA. Dt liéu Tcpdump nay duoc
thu thap bang cach bét cic goi tin trong mang
ndi bo (mang md phéng xam nhap trai phép
DARPA). V¢ 1y thuyét, n6 bao gdm toan bo luu
lwong mang dén va di tir tit ca may chu bén trong
mang. Tuy nhién, do c6 sy ¢b trong qué trinh thuc
hién nén khong c6 dir li€u Tepdump cia ngay
Thir 3 (Tuesday) ctia Tudn 4.

Hinh 2. So @6 mang mé phong xam nhdp trdi phép DARPA
(Phdn inside la phdn phia tay phdi, dai mang 172.16.0.0) [1]

Module Netflow exporter dugc xay dung dua trén
phan mém ngudn mé Softflowd phién ban 0.9.9
[4]. Sau khi cai dat va chay, Softflowd doc file dir
liéu ¢ dang Tepdump, sau do sinh ra cac goi tin
Netflow theo version thiét 1ap. O day, chung toi
sir dung phién ban version 9, day la phién ban méi

7ar i KHOA HOC CONG NGHE 21
THONG TIN VA TRUYEN THONG




BO DU LIEU DANG NETFLOW DUNG TRONG PHAT HIEN XAM NHAP TRAI PHEP VA UNG DUNG

nhat hién nay ma Cisco cong bd. Khi chay phan
mém softflowd, nay sinh mét van dé dé chinh 1a
thoi gian bat dau va thoi gian két thuc cua flow
thu thap duoc lai chinh 1a thoi gian tham chiéu
t6i thoi gian hién tai cia may chii cai dat phan
mém softflowd, chir khong phai thoi diém nam
1999 khi dir liéu Tepdump duge thu thap. Diéu
nay dan dén sai s6 vé timestamp khi thu thap cac
file Netflow, ma van dé thoi gian 1a van dé rat
quan trong d6i véi phuong phéap chuyén doi nay,
vi tir nhin thoi gian méi co thé danh nhan thu
cong cac xam nhap trai phép da duoc cong bd
boi DARPA. Bé giai quyét van dé nay, chung toi
da phai tham chiéu lai thoi gian thuc hién cta
DARPA, thiét lap gio ciia may chi vé thoi diém
nim 1999 gan thoi diém DARPA thuc hién thu
thap dir li¢u. Tuy vay, van con sai sb trong thu
thap thoi gian bat dau, thoi gian két thic. Viéc
nay lai phai thyc hién hi€u chinh bﬁng tay, voi do
chinh x4c dén ting giay.

Module Netflow collector dugc xay dung dua
trén phan mém ma nguén mo Flowd phién ban
0.9.1 [4]. Module nay thu thap cac flow va luu trir
trong bd nhd (6 cimg) dé sir dung cho cac budce
tiép theo.

Module Netflow reader 1 mot cdu phan nim
trong bd phan mém ma ngudn mé Flowd. Module
nay c¢6 nhiém vu doc dir licu ma Module Flowd
da thu thap va luu trir trong bo nhé. N6 thyuc hién
doc céc truong trong Netflow. Mac du Netflow
c6 rat nhiéu truong, tuy nhién, ching ta quan tim
tG1 mot s6 truong quan trong, dugc st dung trong
phat hién xAm nhép trai phép. Bao gdom:

- Source IP, source port;

Destination IP, destination port;

Protocol, flag;
Packets; Octets;

Flow-start, flow-finish.

Vi bd sniffer thu thap dir liéu DARPA dat trong
cung dai mang c6 nhi¢m vu thu thiap thong tin
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clia cac may chu victim bi tAn cong, nén trong dir
liéu inside. Tepdump thu thap dugc chira dung tat
ca cac luéng dir liéu dén, di cac may chu victim.
Dé thuan tién cho viée thao tac ddi véi dir licu
cua trng may chu victim, cling nhu thuan tién
cho viéc danh nhan sau nay, ching t6i thuc hién
chinh sira doan ma ciu hinh trong file cau hinh
cua phén mém Flowd dé thuc hién thu thap dir
liéu Netflow cho tirng méy chu victim. Két qua,
chung t6i da thu thap dugc 4 bo dir liéu Netflow
cho 4 may chu victim la pascal (172.16.112.50),
zeno (172.16.113.50), marx (172.16.114.50) va
hume (172.16.112.100).

Budc cudi cung, chung t61 da thuc hién danh diu
bang phuong phap thii cong cac flow xdm nhap
trai phép dua theo tai lidu cong bd, mo ta cia
DARPA. Qua trinh danh d4u thuc hién dya trén
thoi gian bat dau, thoi gian két thic, dia chi IP
ngudn, dia chi IP dich, cong dich vu dich. Viéc
danh dau cho cac luong dir liéu kha dé dang bang
viéc sur dung tai liéu mod td cua DARPA két hop
cac cong cu loc (filter) theo tung thudc tinh (dia
chi IP dich, céng dich vu dich); hon ntra cac flow
dir liéu thudc mdi loai tan cong thuong lién tuc va
c¢6 déu hiéu tuong d6i giébng nhau. Chinh vi vay,
viéc danh du cho cac lué)ng dit liéu rat nhanh va
c¢6 d6 chinh xdc cao. Chi c6 mot so rat it truong
hop do nhiéu 1y do khach quan (sai 1éch thoi gian
milisecond trong qué trinh chuyén d6i) va chu
quan (do ghi nhan chua chinh xac trong tai li¢u
mo ta cia DARPA), chiing t6i nhan thiy c6 mot
s6 chd khong théng nhat vé thoi gian nhin tin
cong. Luu y: mot cude tan cong co thé bao gdm
nhiéu flow, nhung mdi flow chi thudc vé mot
cudc tin cong nhat dinh. D6 chinh 1a co s dé co
thé danh diu cac flow 1a xdm nhap trai phép hay
binh thuong.

C. Keét qua chuyén doi va so sanh voi tap dir lieu goc

Bang sau s€ thuc hién so sanh mdt ) thong )
gitta bo dir liéu gdc dang Tepdump va bo dir liéu
chuyén d6i Netflow:
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Bdng VI. Bang so sdnh théng sé cta 02 bé di ligu

(Kich thudc file (byte S8 lugng B
S6 lugng
A Packets
Tuan Flow trong
trong Netflow
Tcpdump Netflow Tcpdump
Weekl 1.929.080.092 160.344.163 7.810.861 342.837
Week2 1.613.234.838 193.322.991 7.199.540 394.623
Week3 2.215.279.595 165.561.281 8912974 316613
Week4 1.571.862.354 134.873.898 7.655.034 310.053
Week5 3413.554.375 299.771.599 14.299.343 511.289
Ig;g 10743011254 953873932 | 45877.752| 1875415

T bang so sanh mot sb thong s6 cta hai bo dir liéu
(Tepdump va Netflow), ching ta ¢ thé nhan thay:

- Kich thudc bo dir liéu Netflow giam di rat nhiéu 1an so
v6i kich thude bo dit liéu Tepdump (khoang 1/10 1an);

- S6 luwong dir liéu can xtr Iy ctia b dit liéu Netflow ciling
giam hon rat nhiéu lan so voi bd dit lidu Tepdump,
cu thé chi khoang 1.875.415 flows so v&i 45.877.752
packets (tirc 13 giam con khoang 1/20 lan);

- S6 lugng cac truong dir lidu trong mot flow ciing it
hon nhiéu so véi céac truong dir liu trong mot packet.

Do d6, viéc thao tac, xtr Iy dit liu trén bo dir liéu Netflow
nay bang phuong phap hoc may sé& dé dang, nhanh chong
hon nhiéu so véi trén bo dit liéu Tepdump. Chinh vi thé,
dir liéu Netflow s€ phu hop hon trong cac mang may tinh
c6 luu lugng 16n, doi hoi thoi gian xtr Iy nhanh.

IV. MO TA CAC TAP DU LIEU NETFLOW DARPA

Nhu d dé cap & Muc I11.B, ching t6i da thu thap va phan
tach dugc 4 bo dir liéu Netflow twong trng véi 4 may chu
victim. Trong pham vi bai bao nay, chiing t6i trinh bay
thong s6 co ban cua timg bo dir liéu Netflow ctia cac may
chu Pascal (172.16.112.50), zeno (172.16.113.50), marx
(172.16.114.50) va hume (172.16.112.100), dugc trinh
bay chi tiét nhu sau:
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A. Bé dir lieu cho may chu pascal
Bdng VII. Cdc théng sé co ban

cua bo dirligu Netflow mdy chd Pascal

M ta Gia tri
Kich thiic dirliéu DARPA & dang Xap xi
Tcpdump 10Gb
S6 lugng flow dén méay chu Pascal 170.153
SO lugng flow tan cong vao may chad 20416
Pascal
SO lugng flow binh thudng vao méy chu 140737
Pascal
S6 luang flow két néi vao céng dich vu
s . s 649
ftp clla may chu Pascal
S6 lugng flow tan cong vao cdng dich
5 . s 70
vu ftp clia may cht Pascal
S6 lugng flow két néi binh thuong vao
< ) s . s 579
cong dich vu ftp clia may chu Pascal
S6 lugng flow két néi vao céng dich vu
s . ) 763
22 clia mdy chu Pascal
S& lugng flow tan cong vao cdng dich
5 , , 239
VU 22 clia may chu Pascal
S6 lugng flow két néi binh thuong vao 3176
c6ng dich vu 22 clia may chu Pascal :
S8 lugng flow két néi vao cdng dich vu
, . ) 3.246
23 clia may chu Pascal
S6 luong flow t&n cong vao cdng dich
s . , 70
VU 23 clia mdy chu Pascal
S6 lugng flow két néi binh thuong vao 3176
c6ng dich vu 23 clia may chu Pascal '
S6 luong flow két néi vao céng dich vu
s . . 3.145
25 clia may chu Pascal
S6 luong flow tan cong vao cdng dich
B . , 1.176
vu 25 clia méy chu Pascal
S6 lugng flow két ndi binh thuong vao 1 969
c6ng dich vu 25 clia may chu Pascal '
So]uor]g ﬂolvv keE ndéi vao cong dich vy 130.787
khac cia mdy chd Pascal
S6 lugng flow tan cong vao cdng dich
. . ., 2.065
vu khéc clia mdy chd Pascal
SO lugng flow két n6i binh thudng vao 128722

c6ng dich vu khac clia may chu Pascal
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Bdng VIIl. S6 luong tdn cong tu ting mdy chd

May chu S6 lugng tan céng
206.47.98.151 501
10.20.30.40 20.480
Mang [209.X.Y.Z] 5.108
Mang [172.16.X.Y] 539
Khac 2.788

Bang IX. S6 lugng tdn céng theo cdc cong dich

Céng S8 lugng tan cong
0 1.997
25 1.176
22 524
23 70
20 36
21 34
80 28
53 24
110 21
Céc c8ng khac 25.506

B. Bo dir liéu cho may chu Marx
Bang X. Cdc théng s6 co ban

cua bo da liéu Netflow mdy cha Marx

M ta Gi tri
Kich thic di liéu DARPA & dang Tcpdump ?%%EI
S6 lugng flow dén méy cht Marx 184.050
S6 lugng flow tdn cong vao may chi Marx 89.830
S6 lugng flow binh thudng vao may chd Marx 94.220
S& lugng flow két néi vao céng dich vu ftp cla
. N 561
may chu Marx
S& lugng flow tan cong vao cdng dich vu ftp clia 117
may chu Marx
S& lugng flow két néi binh thuong vao cdng dich
AN 444
vy ftp clia may chi Marx
S& lugng flow két néi vao céng dich vu 22 clia
. ; 283
may chu Marx

M ta Gia tri
S8 lugng flow tédn cong vao céng dich vu 22 cla 56
may chu Marx
S6 lugng flow két ndi binh thudng vao cdng dich
5 . s 227
vu 22 clia may chi Marx
S6 lugng flow két néi vao céng dich vu 23 clia
. h 1.626
may chu Marx
S& lugng flow tén cong vao cdng dich vu 23 cla 65
may chu Marx
S8 lugng flow két néi binh thudng vao céng dich
h . s 1.561
vy 23 clia may chu Marx
S& lugng flow két néi vao céng dich vu 25 clia
. , 1.889
may chu Marx
S& luong flow tan cong vao céng dich vu 25 cla
. > 561
may chd Marx
S6 lugng flow két ndi binh thudng vao céng dich
, . s 1.328
vu 25 clia méy chu Marx
S& lugng flow két néi vao céng dich vu 80 clia
. , 32.379
may chu Marx
S& lugng flow tén cong vao cdng dich vu 80 clia
, ; 2.030
may chu Marx
S6 lugng flow két ndi binh thudng vao cdng dich
5 . s 30.349
vy 80 clia mdy chu Marx
S6 lugng flow két néi vao céng dich vu khac clia
. h 146.715
may chd Marx
S& lugng flow tan cong vao cdng dich vu khac clia
. , 86.814
may chu Marx
SO lugng flow két néi binh thudng vao cong dich 59901

vu khac clia mdy chd Marx

Bdng XI. S6 luong tdn céng tir tiing mdy chu

May chu S8 lugng tan céng
10.20.30.40 40.960
Mang [172.16.X.Y] 12.238
Khac 36.633

Bdng XII. S6 luong tdn cong theo cdc cong dich

Céng Sé lugng tan cong
0 433
25 561
22 56
23 65
20 59
21 58
80 2.030
53 61
110 55
Cac cdng khéc 86.452
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C. B¢ dir liéu cho mdy chu Zeno Céng S8 lugng tan cong
Bang Xlil. Cdc théng s6 co ban 22 1
cta bo da liéu Netflow mdy cha Zeno 23 1
Mo ta Gia tri 20 !
v s 21 477
Kich thuc dirliéu DARPA & dang Tcpdump Xap x
~ ~ 10Gb 80 6
S6 lugng flow dén mdéy chli Zeno 37.923 Cac cong khac 6
S6 lugng flow tén cong vao méy chii Zeno 1.019 E. Bé dir liéu cho may chii Hume
SO lugng flow binh thudng vao méy chii Zeno 36.904 Béing XVI. Cdc thong s6 co bdn
S6 luang flow két néi vao céng dich vu ftp clia may | 061 ctia bo dirliéu Netflow mdy chu Hume
cht Zeno ’

v v o M" t" G- P t .
S6 lugng flow tan codng vao cong dich vu ftp clia 478 ot fa tnt
maéy chii Zeno Kich thiic dir liéu DARPA & dang Tcpdump X&p xi

10Gb
S6 lugng flow két ndi binh thudng vao cdng dich - -
vu ftp ctia mdy chli Zeno 583 S6 lugng flow dén méy cht Hume 294.286
S6& lugng flow két ndi vao céng dich vu 23 clia may 1 463 56 Iuong flow tan cong vao mdy chd Hume 393
cht Zeno ) S6 lugng flow binh thudng vao may chu Hume 293.893
S8 Iuong flow tan cong vao céng dich vu 23 cla 3 Sélluon,g flow két néi vao céng dich vu ftp cla 13.326
may chi Zeno may cht Hume
S6 luong flow két néi binh thuong vao cdng dich 1450 Séllu’on,g flow tan cong vao cong dich vy ftp cta 25
vu 23 clia méy chu Zeno ' may cht Hume
56 Iuang flow k&t néi vao céng dich vu 25 clia méy S6 Iuong ﬂon két [10| binh thudng vao cong dich 13.301

, 2.208 vu ftp clia may chd Hume

chu Zeno

; . : S& lugng flow két néi vao céng dich vu 23 clia 399
50,|UOﬂ9 flow tén céng vao cong dich vy 25 clia 496 may chd Hume
may chu Zeno

- — - S6 lugng flow tén cong vao céng dich vu 23 clia 31
SO qung ﬂov/v két,néi binh thudng vao cong dich 1710 may cht Hume
vy 25 clia may chu Zeno - — -

S6 lugng flow két ndi binh thudng vao cong dich 368
S& lugng flow két néi vao céng dich vu khac clia 31191 vu 23 clia may chd Hume
may chdi Zeno ’ - o . ,
S6 lugng flow két ndi vao cong dich vu 25 cla 17.935
S6 lugng flow tan cong vao cdng dich vu khac clia 104 mdy chi Hume
mdy cht Zeno S6 luong flow tan cong vao céng dich vu 25 cla 10
56 luong flow két néi binh thudng vao cdng dich 31087 méy chd Hume
vu khac ctia mdy chu Zeno S6 luong flow két néi binh thudng vao cdng dich | 17.925
vu 25 clla may chi Hume
Bang XIV. 56 Iuging tan c6ng tif tting mdy chd S6 luong flow két néi vao cdng dich vu 80 cua 21.664
May cha S8 lugng tan céng méy cht Hume
11213141 400 Solluon’g flow tan céng vao céng dich vu 80 clia 58
may chd Hume
Mang [172.16.X.Y] 6 S8 lugng flow két néi binh thudng vao céng dich 21.606
Khéc 613 vy 80 clia mdy chd Hume
) S8 lugng flow két ndi vao cdng dich vu khéc clia 240.962
Bdng XV. S6 luong tdn cong theo cdc céng dich may chi Hume
Céng $& Iugng tén cong Sc:i Iu’ogg ﬂo,vv t&n cong vao cdng dich vu khac 269
5 3 clia may chd Hume
5 496 S& lugng flow két néi binh thusng vao cdng dich | 240.693
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Bdng XVII. 56 luong tdn cong tu ting mdy chd

May chua S8 lugng tan céng
Mang [1.12.120.X] 48
Mang [172.16.X.Y] 15
Khéc 330

Bang XVIIl. S6 luong tdn céng theo cdc cong dich

Céng S6 lugng tan cong
0 253
25 10
22 1
23 31
20 16
21 9
80 58
Céc cdng khac 15

V. 'NG DUNG BO DU’ LIEU NETFLOW
TRONG PHAT HIEN XAM NHAP TRAI PHEP

A. Trich chon ddc trung

Nhu da dé cap o trén, bo dir liéu Netflow gom
rat nhiéu truong dir teliéu khac nhau. Tuy nhién,
dé ung dung trong phat hién xam nhép trai phép,
chung toi lyra chon stir dung cac dat trung nhu sau:

Bang XIX. Cdc ddc trung lua chon
trong phdt hién xam nhdp trdi phép

Tén cia . s
dac trung Mota
Protocol (Giao thirc (TCP hodc UDP
Packets S6 lugng gdi tin (packet) trong mot flow
Octets S6 lugng bytes trong mot flow
S6 dang hexa biéu thi cd clia flow, dugc gan
Flags nhan dé xac dinh flow nao la binh thusng,
flow nao la bét thudng

Cac dac trung duogc trich chon néu trén déu
o dang sb (numeric) nén rat thuan lgi cho viéc
thir nghiém phat hién xam nhap trai phép bang
phuong phap hoc may, mé phong trén phin mém
Weka [5].
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B. Lya chon thudt toan hoc may

Céc tiéu chi dugc str dung dé danh gia higu ning
cua h¢ thong phat hién xam nhép trai phép [6]:

- Confusion Matrix:

Bang XX. Confusion Matrix

Predicted Class

Yes No

Yes TP FN

Actual Class

No FP TN

True Positives (TP): S6 luong cac bit thuong
dugc phan loai ding 1a bat thuong;

True Negatives (TN): S& luong cac binh
thuong duogc phan loai dung 1a binh thuong;
False Positives (FP): S6 lugng cic binh
thuong dugce phan loai sai 1a bat thuong;
False Negatives (FN): S lugng cic bét
thuong dugc phan loai sai thanh binh thuong.

- True Positive Rate (TPR):
TPR=Recall=L (1)
TP+ FN
- False Positive Rate (FPR):
FP
P=——— (2)
FP+TN

Precision (P): 1a thudc do mot hé thong cé kha
nang phat hi¢n binh thuong hay bat thuong

P
P=——— 3)
TP+ FP
- Accuracy (A): Do chinh xac
3 TP+TN @)
TP+ FN +FP+TN

Chung t6i str dung cac thudt toan hoc may SVM
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(Support Vector Machines) va Naive Bayes dé
thuc hién thir nghiém phan loai va phat hién xam
nhap trai phép; dong thoi danh gia hiéu ning
cua tung thuat todn hoc may. Phan mém duoc st
dung dé thuc hién céc thuat toan hoc may la phﬁn
mém Weka.

Trong thuat toan hoc may SVM, viéc stir dung cac
kiéu ham nhan (kernel function) khac nhau c6 thé
cho két qua danh gia hiéu ning khac nhau. Co 4
kiéu ham nhan trong SVM:

- Ham nhan tuyén tinh (Linear kernel) c6 dang:

K e (%52,) = X/ X, + € (5)
- Ham nhéan da thirc (Polynomial kernel) c6 dang:
K, (x,,x,)= (ax1 X, +c)’ (6)

- Ham nhan RBF (RBF kernel) c6 dang:
K e (3, 5,) = €770 %)

- Ham nhan dudng xich-ma (sigmoid kernel)
c6 dang:
®)

N

T
K i omoia (X, X,) = tanh(ax; x, +¢)

C. Dit lieu huan luyén va kiem thw

Dé tinh toan hiéu ning téng thé cua cac thuat
toan hoc mady, chung t61 sir dung phuong phap
danh gia 10-fold cross-validation cia Weka. Vi
phuong phap nay, bd dit li¢u Dataset sé dugc chia
mot cach ngéu nhién thanh 10 tap con. V4i bo 10
tap con, 1 tap con s€ dugc str dung cho muc dich
kiém thu, 9 tap con khéac dugc st dung cho muc
dich dit liéu huén luyén. Phuong phap 10-fold
cross-validation ciia Weka s€ thyc hién lap di lap
lai 10 1an v&i tap dir licu, mdi lan voi mot tap con
lam tap kiém thir. Két quacua 10 1an thuc hién s&
duoc tinh gia tri trung binh dé xac dinh hiéu nang
tong thé cuia timg thuat toan hoc may.

Trong 4 bo dir liéu Netflow ciia 4 mdy chu victim,
chung t6i thy rang may chu Pascal la may chu
dugc thir nghiém tan cong nhiéu nhat. Doi voi
may chu Pascal, dich vu mail (cong dich vu dich
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25)1a céng dich vu bi tin cong nhiéu nhét. Do do,
chung t61 da Iya chon bo dir liéu Netflow cia may
chu Pascal, véi dich vu mail dé kiém thir.

Bang XXI. Bdc trung dir liéu thi nghiém

Thudc R
tinh Gia tri
Proto (TCP) 6
1b; Tb:zmailbomb; 2.0; 2::portsweep;
Flags T:portsweep; 2::neptune; 16.0; 1b:ps;
9 6::queso; 12::queso; 7::queso; cb::queso;
1.0; 8.0; 1b::ffbconfig; 6.0; 17.0; 13.0
Octets | 89369 - 46
Packets | 70-1

Trudce khi thuc hién thir nghiém, dir li¢u trai qua
giai doan chuén hoa st dung k¥ thuét Discretize
cia Weka nhim ting tinh chinh xac cho két
qua thir nghiém. Két qua kiém thu dbi véi timg
thuat toan ddi v6i kha ning phat hién tin cong
mailbomb nhu sau:

Bang XXII. Két qua thir nghiém vdi cdc thudt todn

Naive SVM SVM SVM SVM

Baves linear) | polynomial) RBF) | sigmoid)

Y (kernel (kernel (kernel | (kernel
TP 0994 | 099% 0.994 0.994 0.994
FP 0.001 0.001 0.004 0.001 0.001
p 0990 | 0.990 0.988 0.990 0.990
Recall | 0994 | 0.994 0.994 0.994 0.994

VI. KET LUAN

Trong pham vi cta bai bao nay, chung t61 da trinh
bay muc tiéu va y nghia cua viéc phai xay dung
bo dir liéu dang Netflow cho bo dir liéu xam nhap
trai phep DARPA. Bing cac cong cu ma nguon
mo, két hop véi tai liéu mo ta vé nhan tin cong
cua DARPA va céch thirc danh nhan thu cong,
chung t61 da xay dung thanh cong 4 bo dir liéu
Netflow tuong ung voi cac may chu Victim.

Chting t61 cling da st dung cong cu WEKA, véi
cac thudt todn hoc may SVM va Naive Bayes di
kém dé thuc hién thu nghiém phat hién xam nhap
trai phép trén bo dir liéu Netflow da xay dung.
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DARPA va ISCX da thyc hién xay dung céac bo
dir liéu Tepdump rat cong phu va do so. Noi dung
bai bao mdi thye hi¢n xay dung hoan chinh bo dir
li¢u Netflow tir b dit liéu DARPA inside. Trong
tuong lai, ching t6i s& tiép tuc hoan thién tron
ven b dir lieu DARPA va ISCX dé phuc vu cho
viéc nghién curu, thir nghiém.
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Abstract:  Instrusion datasets in computer
networks have been widely applied in the
study of network intrusion detection system.
There are many different datasets, each has
advantages and disadvantages. Netflow dataset
has several advantages in intrusion detection
system, particularly in large traffic data network.
Currently, DARPA dataset is still used in research
to detect intrusions, but the dataset is not in the
form of Netflow. The objective of this paper is to
present a method of building a Netflow dataset
from the DARPA dataset; and its applications
in detecting intrusions by machine learning
methods. This dataset can be used widely in
research of Netflow-based intrusion detection.
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